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ABSTRACT 

This research aimed to determine the relationship between cybercrime and organized crime in 

a specialized unit of the public ministry of the Ancash - 2024 region. A methodology with a 

quantitative approach, of a basic type, non-correlational design and transversal scope was used 

in a sample of 35 prosecutors. To whom two questionnaires of closed questions with answers 

of the Likert scale type were administered; the first questionnaire of 20 items with reliability 

of α1 = 0.935; and the second questionnaire, of 20 items with reliability of α2 = 0.922. The 

results showed a high level of cybercrime with 48.6% and a medium perception of organized 

crime with 48.6%, presenting as a conclusion: a significant relationship was determined (Rho 

= 0.837; sig. = 0.000 < 0.05) between cybercrime and organized crime in a specialized unit of 

the public ministry of the Ancash region, referring that cybercrime and organized crime in the 

digital age are enhanced by interrelated factors that act as facilitators, these factors contribute 

to creating an environment of difficult regulation and surveillance. 

Keywords: Cybercrime, Cybercrimes, Organized crime 

INTRODUCTION 

Latin America faces a complex cybersecurity scenario, where the increase in connectivity and 

the use of digital technologies has been accompanied by a significant increase in cybercrime, 

this situation poses serious challenges for the security of citizens, businesses and government 

institutions (Acosta et al., 2020). Many Latin American countries lack robust and updated legal 

frameworks that specifically address cybercrime, in addition, there is a lack of awareness of 

the importance of cybersecurity in both the public and private sectors, leaving organizations 

and individuals exposed to attacks, the most common crimes in the region include phishing, 

ransomware, identity theft and online fraud (Cancelado and Rodriguez, 2023). These crimes 

not only affect companies, but also have a direct impact on the daily lives of citizens, generating 

economic losses and affecting confidence in the digital environment, cyber insecurity has 
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significant economic repercussions, companies that suffer attacks can face financial losses, 

damage to their reputation and costs associated with data recovery, at the social level, distrust 

in the use of technologies can limit the development of the digital economy in the region 

(Santillán et al., 2022). 

In the case of Peru, cyber crimes of different types such as credit card cloning, entity 

impersonation, extortion, etc., are evidenced through communication channels. Although the 

Peruvian law on cyber crimes is mainly found in the framework of the Penal Code and Law 

No. 30096, which establishes specific provisions for the prevention and punishment of 

computer crimes, this legislation seeks to protect the integrity of computer systems and the 

information handled in the digital environment (Pacheco, 2024). Criminal organizations have 

adopted cyber extortion techniques, using unauthorized access to computer systems of 

companies and individuals to obtain economic benefits, this type of crime has become 

increasingly common and sophisticated, taking advantage of the vulnerability of digital 

systems, cyber extortion is a clear example of how organized crime has adapted its methods to 

the digital age (Pino, 2023). This phenomenon not only represents a challenge for the security 

of companies and individuals, but also requires a coordinated and effective response from the 

authorities to combat it and protect society (Ruiz and Solís, 2024). 

At the local level, the Public Prosecutor's Office has received several demands among 

them cyber crimes based on personnel who mainly use social networks to impersonate other 

personnel and get personal information of other personnel, which is used in organized crime 

such as extortion and violation of human rights, criminals use technological means to commit 

cyber crimes that violate the rights of people in different areas, the most common recorded are 

the impersonation used to extract information from minors about their families that are then 

used to commit crimes.  

Under the above, the following question is posed: What is the relationship between 

cybercrime and organized crime in a specialized unit of the Public Prosecutor's Office in the 

Ancash region - 2024? 

The justification that supports the study is based on the social aspect because the study 

of the cases presented to the Public Prosecutor's Office analyzes the factors involved and the 

consequences they generated, allowing to be interpreted and to obtain historical information 

that will allow the authorities to apply strategies that allow the strengthening of processes and 

optimize processes related to cybercrime and organized crime. Regarding the practical 

justification the development of the study involves a numerical analysis that leads to the 

interpretation of figures that allow the study of the levels of perception and correlation of the 

variables, regarding the methodology justification the execution of the study favors the 

knowledge through the adaptation of instruments that present theoretical sources and allow the 
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argument of the events of the variables and how it is reflected in the perception of the users. 

Finally, we have the theoretical justification, arguing that the development of the study obtains 

conclusions that respond to the objectives and broaden the knowledge of the variables, by 

means of literature review. 

The general objective is to determine the relationship between cybercrime and organized 

crime in a specialized unit of the Public Prosecutor's Office of the Ancash Region - 2024. Then 

the specific objectives are described: To describe cybercrime in a specialized unit of the public 

ministry of the Ancash region - 2024. To describe organized crime in a specialized unit of the 

public ministry of the Ancash region - 2024.  

Ponce (2024) published his article in the Scielo database with the purpose of analyzing 

computer crime in Ecuador. The study was considered descriptive because it analyzed the 

perception of computer crime, and cross-sectional because it was carried out at a single point 

in time. As a result, it was found that the country has all the judicial support to protect the 

integrity of citizens and punish people who violate the cyber privacy of the population. In 

addition, the most used modality is organized crime, generated by extortion and human 

trafficking. 

Concepción (2022) has developed his article with the purpose of analyzing how 

cybersecurity is presented to achieve hybrid security in the United States. The methodology 

was of transversal scope as it was executed at a certain moment, then considered as non-

experimental as it was observed without generating alteration of its behavior. As a result, it 

was described that the country has the necessary mechanisms to control computer crimes with 

sanctions depending on the severity presented, one of the most common factors presented is 

the impersonation to obtain information to violate the rights of the victims and cyber theft.  

Muñoz et al. (2021) in Mexico presented their article in Scielo with the title comparative 

analysis of cyberbullying and self-efficacy in social networks. Regarding the methodology 

applied, it was qualitative, of cross-sectional scope, to be executed at a certain time, the 

technique used was the interview, where the opinions of the interviewees were collected, as 

results have been recorded that most of the aggrieved are minors, who are vulnerable to these 

forms of theft, for this it is necessary to implement the necessary measures for the state to 

protect the rights of victims and punish offenders. 

Henríquez (2023) in Ecuador carried out his study disseminated in the Scielo database 

related to the analysis of the violation of human rights in the province of Huayas. The 

methodology was estimated of cross-sectional scope, presenting a single moment execution, of 

non-experimental design for carrying out observations without generating alteration of the 

events. As a result, it was found that children and adolescents are the most vulnerable people 
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and the most attacked by cybercriminals, because they are easier to manipulate and obtain 

information to violate their rights, in addition to the fact that impersonation is one of the most 

common ways to commit cybercrime. 

Rodolfo et al. (2021) carried out their article in Chile, Mexico and Colombia with the 

purpose of analyzing computer crimes. Regarding the methodology applied was qualitative, 

cross-sectional in scope, to be executed at a certain time, the technique used was the interview, 

where the opinions of the interviewees were collected, as results have been recorded 

presentation of these crimes can vary in modality and technique, depending on the technology 

used and the social and legal context. In addition, the response to these crimes may involve 

collaboration between local and international authorities, due to the global nature of the 

Internet. To combat these crimes, it is essential to foster cybersecurity education, promote safe 

online practices, and establish appropriate laws that criminalize and sanction these criminal 

behaviors. 

In the national context we have Anicama (2023), who has developed a study in Lima, in 

order to know the perception of computer crimes and the link it has with cybercrime. Regarding 

the methodology applied, it was qualitative, of cross-sectional scope, to be executed at a certain 

time, the technique used was the interview, where the opinions of the interviewees were 

collected, as results showed that young people are the main vulnerable to cybercrime because 

there have been reports of identity theft to extract information from their families and commit 

criminal acts, also cyber theft is another worrying factor in this issue by the constant attacks 

suffered by citizens to their credit cards with card cloning. 

Condori (2020) in Lima has developed a study based on analyzing the legal implications 

of cyber fraud and the associated linkage to criminal protection. Referring to the methodology 

applied was qualitative, cross-sectional in scope, to be executed at a certain time, the technique 

used was the interview, where of I collect the opinions of the interviewees, as results have been 

recorded that Advances in computer technology are currently one of the most used tools in the 

daily activities of people due to its versatility and automation, allowing us to interact through 

online platforms. But unfortunately this platform has become a crime tool that affects both 

public and private property. 

Castillo (2024) in Lima has executed his study based on analyzing the access to 

information through the modality of computer crime. Referring to the methodology applied 

was qualitative, cross-sectional in scope, to be executed at a certain time, the technique used 

was the interview, where of recopilo the opinions of the interviewees, as results it was 

discovered that confidential information the Department has access to information on 

organized crime investigations Public for criminal investigation purposes and follow the legal 
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mechanisms. Ask the examining magistrate to order the delivery Confidential intelligence and 

can continue investigating reaching the goal of truth. 

Regarding the variable cybercrime, the theory refers to the set of principles and concepts 

that seek to explain and classify crimes committed through digital media, as technology 

advances, so do the forms of criminality, which makes it necessary to adapt traditional theories 

of crime to this new context (Mayer and Oliver, 2020). Cybercrime theory focuses on defining 

what constitutes a crime in the digital environment, this includes not only crimes that are 

committed exclusively online, such as hacking or phishing, but also those that have a digital 

component, such as financial fraud using digital platforms (Chanchí et al., 2022). The 

classification of these crimes is essential for their correct classification and punishment, as in 

traditional crime theory, the theory of cybercrime is based on the existence of certain elements: 

the action (criminal conduct), the result (damage caused), the typicality (adequacy to the norm) 

and culpability (intention of the perpetrator), however, in the digital environment, these 

elements can be more complex to identify and prove, which poses challenges for law 

enforcement (Saltos et al., 2021). Intentionality in cybercrime can be more difficult to establish 

due to the anonymity offered by the digital environment, which raises questions of culpability 

and responsibility of the perpetrator, especially in cases where automated tools are used or in 

a context of low supervision, cybercrime theory must also consider the impact of these crimes 

on society and the economy, cybercrimes not only affect direct victims, but can also have 

broader repercussions, such as loss of trust in digital platforms and the weakening of the digital 

economy (Alcalá and Meléndez, 2023). 

In order to determine the dimensions of cybercrime, the following are used: First 

dimension cybercrime, are illegal activities that are committed through electronic means, 

especially on the Internet, this category encompasses a wide variety of criminal conduct, 

including, but not limited to, identity theft, online fraud, malware distribution, cyberstalking, 

unauthorized access to computer systems, cyber espionage and the dissemination of illegal 

content such as child pornography, cybercrime can have a significant impact on individuals, 

organizations and societies, affecting security, privacy and trust in digital technologies 

(Bazurto et al. , 2024). 

Regarding the second dimension phishing is an online fraud technique that aims to trick 

people into revealing sensitive information such as passwords, credit card numbers and 

personal data, attackers use fake emails, text messages or websites pretending to be from 

legitimate institutions, such as banks or online services, to induce victims to provide their 

information, often, these communications contain elements of urgency or fear to motivate a 

quick response, and may include links to fraudulent web pages that appear authentic, phishing 
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is one of the most common forms of Internet scams and represents a serious risk to the security 

of personal information (Hernandez and Baluja, 2021). 

In the third dimension, pharming is a malicious technique used to redirect Internet users 

from a legitimate website to a fake website, with the aim of stealing personal and confidential 

information. Unlike phishing, which usually involves direct deception through emails or 

messages, pharming alters the domain name resolution process, This can result in the user, 

when trying to access a legitimate web page, ending up in a fraudulent copy designed to look 

like the original, where they can be tricked into entering sensitive data, pharming represents a 

significant threat because it can affect multiple users and is more difficult to detect than other 

methods of deception (Dominguez and Vera, 2022). 

Finally we have the ransomware dimension is a type of malware that encrypts the files 

of a user or an organization, preventing access to them until a ransom is paid, once the system 

has been infected, the attacker usually displays a message informing the victim about the 

encryption of their data and demands a payment, usually in cryptocurrencies, to provide the 

decryption key, this type of attack can affect personal computers, servers and entire networks, 

and can have devastating consequences for companies and organizations, both in terms of data 

loss and disruption of operations, ransomware is a serious cybersecurity problem and has 

increased in frequency and sophistication in recent years (Garcia and Herrero, 2021). 

Regarding the second variable organized crime, the theory refers to the study and analysis 

of the structures, dynamics and activities of criminal groups that operate in a systematic and 

organized manner, these groups, which can involve from small local gangs to large 

transnational organizations, represent a significant challenge to public security and justice 

(Rincón, 2019). Organized crime is characterized by its hierarchical structure, where members 

have specific roles and work together to carry out illicit activities, these organizations are often 

involved in a variety of crimes, such as drug trafficking, extortion, money laundering and 

human trafficking, planning and coordination are essential to their operation, which 

distinguishes them from common crime (Guerra, 2024).  

Regarding the first dimension, organic structure according to Law No. 30077, Art. 2.- 

refers to the internal model that criminal organizations adopt to operate in a coordinated and 

efficient manner according to the law, this structure implies a functional distribution of roles 

among members, where each member performs specific tasks to achieve the illicit objectives, 

this differentiates criminal organizations from common criminal groups since their operation 

resembles a company with hierarchies and division of labor (Res. Adm. No. 136-2012-CE_PJ 

allows authorities not only to pursue individual crimes, but also to dismantle all layers of a 

criminal organization, from the leaders to the smallest operators. It also highlights the 
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complexity and adaptability of these networks, as their structure allows them to operate 

clandestinely, coordinate actions in different regions and even infiltrate public institutions. 

Social support is a dimension of organized crime for the authors Cullen, Wright and 

Chamlin (1999) social support in the context of organized crime refers to the network of 

interactions, relationships and legitimacy that these organizations build with communities or 

individuals who are directly or indirectly linked to their activities is not only a relationship of 

voluntary complicity, This support can be motivated by various reasons such as coercion, 

economic benefits, the perception of state absence, or even the construction of affective ties 

and trust between criminal leaders and individuals. They follow in their definition Lin (1996), 

Organized crime is a complex phenomenon that transcends the purely criminal sphere to enter 

into the social, economic and cultural dynamics of the communities where it operates among 

the multiple dimensions that shape its operation, social support occupies a fundamental place 

this dimension, understood as the ability of criminal organizations to gain the acceptance or 

tolerance of certain sectors of the population, strengthens its permanence and expansion 

becoming a key tool for its consolidation.... Dong and Krohn (2017) write that social support 

propositions imply that organized networks of human relationships help people cope with a set 

of needs and desires throughout the life course, which prevents criminal behavior, for Kort-

Butler (2018) social support refers to the social resources one can rely on when facing life 

problems and sources of stress, with a reductive nuance, Robbers (2004) The social dimension 

of organized crime poses a particular challenge for states, as dismantling a criminal 

organization is not enough if its support in communities is maintained. It is essential to address 

the conditions that favor this social support, such as poverty, inequality and state absence. 

Thoits (1995) offers the following definition: emotional, informational, or practical assistance 

from significant others, such as family members, friends, or co-workers, clarifying that 

assistance may be actually received from others or simply perceived to be available for when 

it is needed. Woo et al., (2016) and colleagues offer a definition for the correctional setting that 

is basically service provision. 

For García and López (2019). The logistical dimension of organized crime, is something 

that uses day by day in many areas and crime has it as a support tool to carry out their criminal 

actions, employs the electronic device, the management of economic resources, influences and 

knowledge of technological tools among other strengths allows criminal organizations to be 

strengthened. For Stock INTERPOL. (2017).  Organized crime is a complex phenomenon that 

transcends the purely criminal sphere to enter the social, economic and cultural dynamics of 

the communities where it operates among the multiple dimensions that shape its operation, 

social support occupies a fundamental place this dimension, understood as the ability of 

criminal organizations to gain the acceptance or tolerance of certain sectors of the population, 

strengthens its permanence and expansion, becoming a key tool for its consolidation. 
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According to Interpol (2017), social support in the context of organized crime refers to the 

network of interactions, relationships and legitimacy that these organizations build with 

communities or individuals who are directly or indirectly linked to their activities it is not only 

a relationship of voluntary complicity, This support can be motivated by various reasons, such 

as coercion, economic benefits, the perception of the absence of the state, or even the 

construction of affective ties and trust between criminal leaders and individuals. 

As a general hypothesis it has been established: There is a significant relationship between 

cybercrime and organized crime in a specialized unit of the Public Prosecutor's Office in the 

Ancash region - 2024.  

METHODOLOGY 

According to the characteristics reflected in the study it is considered as basic, in this regard 

Hernandez and Mendoza (2018), define it to basic research, also known as fundamental or pure 

research, refers to scientific inquiry that seeks to expand knowledge without an immediate 

practical objective, this type of research is essential for the development of new theories, 

concepts and technologies that can have a significant impact on various disciplines. 

Arias and Covinos (2021) refer that it is a research method based on the collection and analysis 

of numerical data to identify patterns, relationships and trends. This approach is fundamental 

in various disciplines, from the social sciences to the natural sciences, and offers a series of 

advantages that make it indispensable in scientific research. 

According to the design is characterized as non-experimental, Carrasco (2019), mentions 

that it is a research design in which the researcher observes and analyzes phenomena without 

manipulating variables or assigning treatments to the study subjects, in this type of design, it 

seeks to understand relationships, patterns and trends in existing data or in natural situations, 

It is often used in descriptive, correlational and exploratory studies, where the objective is to 

identify associations between variables without establishing causality. This approach is 

particularly useful in the social sciences and humanities, where the manipulation of variables 

may be unethical or impractical. 

The correlational level is a type of research design that focuses on examining the 

relationship between two or more variables without manipulating them, in this approach, it 

seeks to determine whether there is an association or correlation between variables, as well as 

the direction and strength of that relationship, correlational studies use statistical methods to 

analyze data and calculate correlation coefficients, This level of research is useful for 

identifying patterns and trends, but does not allow establishing causal relationships, since no 

variable is controlled or manipulated. It is commonly used in social sciences, psychology and 
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education to explore links between factors such as attitudes, behaviors and results (Carhuancho 

et al. , 2019). 

Cross-sectional scope, also known as cross-sectional study, is a research design that is 

characterized by the collection of data at a single point in time, this approach allows researchers 

to examine and analyze different variables and their relationship in a specific population at a 

specific time, without conducting follow-ups over time, cross-sectional studies are useful to 

identify patterns, trends and prevalence of phenomena, trends and prevalence of phenomena, 

as well as to explore associations between variables, however, due to their snapshot nature, 

they do not allow establishing causal relationships or observing changes over time, this type of 

design is common in research in areas such as public health, sociology and psychology, where 

the aim is to obtain a snapshot of the situation of a particular group or population (Cohen and 

Gomez, 2019). 

In the context of research, the population refers to the total set of individuals, elements 

or units that share specific characteristics and that are the object of study, the population can 

be broad or restricted, depending on the focus of the research, for example, a population can 

include all the students of a university, all the inhabitants of a city or all the products of a 

production line (Hadi et al., 2023). In the case of the research, the population is made up of 35 

prosecutors on average in the Ancash Public Prosecutor's Office. 

The sample is a representative subset of the population that is selected to participate in a 

study, the choice of an adequate sample is crucial, since it allows researchers to make 

inferences about the population as a whole without the need to study all its members, the sample 

should be large and diverse enough to reflect the characteristics of the population, and can be 

selected randomly or non-randomly (Jimenez, 2020). In the case of the study, the sample is 

made up of all the subjects analyzed in the population. 

Sampling is the process by which a sample is selected from the population, there are 

different sampling methods, which can be classified into two main categories: probability 

sampling and non-probability sampling, probability sampling implies that each member of the 

population has a known and non-zero probability of being selected, which allows generalizing 

the results to the population, on the other hand, non-probability sampling does not guarantee 

that all members of the population have the same opportunity to be selected, which may limit 

the generalizability of the findings (Montalván et al. , 2019). 

A survey is a method of data collection used to obtain information about the opinions, 

attitudes, behaviors or characteristics of a specific group of people. Surveys can be 

administered in a variety of ways, including face-to-face interviews, telephone surveys, online 

surveys or paper questionnaires. 
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A questionnaire is a data collection instrument consisting of a set of questions designed 

to elicit specific information from respondents, questionnaires may include closed-ended 

questions (with predefined response options) and open-ended questions (allowing free 

responses), questionnaires are often used as part of a survey, and their design is crucial to ensure 

the clarity, relevance and validity of the questions, a good questionnaire facilitates the 

collection of accurate and useful data for subsequent analysis. 

Validity refers to the degree to which a measurement instrument, such as a questionnaire 

or a test, actually measures what it is intended to measure. It is a fundamental concept in 

research, since it ensures that the results obtained are relevant and applicable to the 

phenomenon under study, and there are different types of validity, including content validity 

(which evaluates whether the content of the instrument is representative of the construct being 

measured), criterion validity (which compares the results of the instrument with an external 

standard) and construct validity (which examines whether the instrument actually measures the 

theoretical concept it is intended to evaluate). 

Reliability refers to the consistency and stability of a measurement instrument over time 

and under different conditions; a reliable instrument produces similar results when applied 

repeatedly under the same circumstances. Reliability can be assessed by different methods, 

such as correlation coefficient, internal consistency (e.g., using Cronbach's alpha coefficient), 

and temporal stability (through testing and retesting). A high level of reliability is essential to 

ensure that research results are accurate and reproducible. 

Descriptive statistics is a branch of statistics that is responsible for summarizing, 

organizing and presenting in a clear and understandable way the data collected in a study, it 

uses numerical measures, such as mean, median, mode, variance and standard deviation, as 

well as graphs and tables, to describe the characteristics of a data set, the objective of 

descriptive statistics is to provide an overview of the data, facilitating the identification of 

patterns, trends and anomalies without making inferences about a larger population. 

Inferential statistics is the branch of statistics that deals with making generalizations and 

predictions about a population from a representative sample, it uses statistical methods and 

techniques to estimate population parameters, test hypotheses and calculate confidence 

intervals, through inferential statistics, researchers can make decisions and draw conclusions 

based on sample data, thus allowing inferring characteristics and behaviors of the population 

as a whole, this approach is essential in scientific research, as it allows validating theories and 

making predictions based on empirical data. 

The ethical aspects of research refer to the principles and norms that guide the conduct of 

researchers in the design, execution and dissemination of their studies. These aspects are 



 

Received: 16-09-2024         Revised: 05-10-2024 Accepted: 22-11-2024 

 5782 
Volume 48 Issue 4 (December 2024) 

https://powertechjournal.com 

 

fundamental to ensure integrity, fairness and respect for participants and the community at 

large. The main ethical issues include: 

Informed Consent: Researchers should obtain voluntary consent from participants, ensuring 

that they understand the nature of the study, the risks and benefits, as well as their right to 

withdraw at any time. Confidentiality: It is essential to protect the privacy of participants, 

ensuring that personal information and data collected are treated confidentially and used only 

for the purposes of the study. Minimization of Harm: Researchers should strive to avoid 

causing physical, psychological, or emotional harm to participants, as well as to the community 

at large. This involves careful assessment of the risks associated with the research. 

Fairness: The selection of participants should be equitable, avoiding exploitation of vulnerable 

groups and ensuring that the benefits and burdens of research are distributed fairly. Scientific 

Integrity: Researchers should conduct their work with honesty and transparency, avoiding 

plagiarism, falsification of data and manipulation of results. 

RESULTS 

Descriptive statistics. 

Table 1. 

Frequency levels of the cybercrime variable and its dimensions 

Dimensions and variable 
Under Medium High Total 

fi % fi % fi % fi % 

D1: Cybercrime 5 14.3% 14 40.0% 16 45.7% 35 100.0% 

D2: Phishing 8 22.9% 13 37.1% 14 40.0% 35 100.0% 

D3: Pharming 4 11.4% 17 48.6% 14 40.0% 35 100.0% 

D4: Ransomware 4 11.4% 18 51.4% 13 37.1% 35 100.0% 

V1: Cybercrime 4 11.4% 14 40.0% 17 48.6% 35 100.0% 

 

According to what was established by the perception of the subjects intervened for the 

completion of the instruments, the following is mentioned: According to the dimension 

Cybercrime evidencing the following information, the level that characterizes is the high with 

45.7%, from there the medium level is presented with 40.0% and the low level is presented 

with 14.3%. The argument recorded for the phishing dimension has been characterized by the 

high level with 40.0%, then the medium level is presented with 37.1% and the low level is 

estimated with 22.9%. Correspondingly, for the pharming dimension, the highest score was 

reached at the medium level with 48.6%, followed by the high level with 40.0% and the low 

level with 11.4%. Concerning the ransomware 
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dimension it is characterized at the medium level with 51.4%, the high level with 37.1% and 

the low level with 11.4%. Finally, the analysis recorded for the cybercrime variable is presented 

with a score of 48.6% at the high level, then the medium level is presented with 40.0% and the 

low level with 11.4%. 

Table 2. 

Frequency levels of the organized crime variable and its dimensions 

Dimensions and variable 
Under Medium High Total 

fi % fi % fi % fi % 

D1: Organic structure 3 8.6% 20 57.1% 12 34.3% 35 100.0% 

D2: Social support 4 11.4% 13 37.1% 18 51.4% 35 100.0% 

D3: Logistics 5 14.3% 15 42.9% 15 42.9% 35 100.0% 

D4: International character 5 14.7% 20 58.8% 9 26.5% 34 100.0% 

V2: Racketeering 3 8.6% 17 48.6% 15 42.9% 35 100.0% 

 

According to what was established by the perception of the subjects intervened for the filling 

out of the instruments, the following is mentioned: According to the dimension organic 

structure evidencing the following information, the level that characterizes is the medium level 

with 57.1%, from there the high level is presented with 34.3% and the low level is presented 

with 8.6%. The argument recorded for the social support dimension was characterized by the 

high level with 51.4%, then the medium level is presented with 37.1% and the low level is 

estimated with 11.4%. For the logistics dimension, the highest score was reached at the medium 

level with 42.9%, followed by the high level with 42.9% and the low level with 14.3%. 

Regarding the international dimension, it is characterized at the medium level with 58.8%, the 

high level with 26.5% and the low level with 14.7%. Finally, the analysis recorded for the 

organized crime variable shows a score of 48.6% at the high level, then the medium level with 

42.9% and the low level with 8.6%. 

Inferential analysis 

As a means of arguing for the most appropriate method for the study, a normality test was 

developed to reveal the estimates that characterize the study. 

Table 3. 

Normality analysis 

 

Shapiro-Wilk 

Statistician gl Sig. 
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Cybercrime ,932 35 ,033 

Organized crime ,942 35 ,063 

 

The method used to determine normality was Shapiro-Wilk, this is relevant when the sample 

does not exceed 50 and given that the characteristics of the study comply with the 

aforementioned, a significance was determined that on average is located below 0.05, with 

Spearman's Rho being the most appropriate method for the study. 

Table 4. 

Correlation between cybercrime and organized crime 

 Cybercrime Racketeering 

R
h
o
 d

e 
S

p
ea

rm
an

 Cybercrime Correlation coefficient 1,000 ,837** 

Sig. (bilateral) . ,000 

N 35 35 

Racketeering Correlation coefficient ,837** 1,000 

Sig. (bilateral) ,000 . 

N 35 35 

 

Based on the calculations obtained in the study, an Rho=0. 837, which estimates that there is a 

positive and moderate relationship between cybercrime and organized crime, indicating that 

cybercrime and organized crime in the digital era are enhanced by interrelated factors that act 

as facilitators, these factors contribute to create an environment of difficult regulation and 

surveillance, in which criminals can operate with great effectiveness and low risk of being 

caught, facing this problem requires a multidisciplinary approach and international cooperation 

to develop more robust regulations and a security infrastructure to mitigate existing 

vulnerabilities. 

Next, the hypothesis evaluation was developed, for which it was essential to analyze the 

significance value reached, where a value of 0.000 was obtained, which when contrasted with 

the 0.05 is affirmed to be lower and thus proceeded to reject Ho. 

DISCUSSION 

After the argumentation developed the discussion is established for it is taken as a first 

instance to the general objective established as analyzing the relationship between cybercrime 

and organized crime in a specialized unit of the public ministry of the Ancash region - 2024, 

from the calculations obtained in the study has determined a Rho=0. 837 which estimates that 

there is a positive and moderate relationship between cybercrime and organized crime, stating 

that cybercrime and organized crime in the digital era are enhanced by interrelated factors that 
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act as facilitators, these factors contribute to create an environment of difficult regulation and 

surveillance, in which criminals can operate with great effectiveness and low risk of being 

caught, facing this problem requires a multidisciplinary approach and international cooperation 

to develop more robust regulations and a security infrastructure to mitigate existing 

vulnerabilities. Next, the hypothesis evaluation was developed, for which it was essential to 

analyze the significance value reached, where a value of 0.000 was obtained, which when 

contrasted with the 0.05 is affirmed to be lower and thus proceeded to reject Ho. 

This is in agreement with what is expressed by Anicama (2023), who has developed a 

study in Lima, in order to know the perception of cybercrime and the link it has with 

cybercrime. Regarding the methodology applied, it was qualitative, of cross-sectional scope, 

to be executed at a certain time, the technique used was the interview, where the opinions of 

the interviewees were collected, as results showed that young people are the main vulnerable 

to computer crimes because there have been reports of identity theft to extract information from 

their families and commit criminal acts, also cyber theft is another worrying factor in this issue 

by the constant attacks suffered by citizens to their credit cards with card cloning. 

The definition of cybercrime is a crucial issue in the field of cybersecurity and legislation, 

given the increasing use of digital technologies in everyday life, as interactions and transactions 

move to the digital environment, it is critical to establish a clear understanding of what 

constitutes a cybercrime (Jimenez, 2024). A cybercrime is commonly defined as any criminal 

activity that is carried out through digital means or that targets computer systems, networks or 

devices, this includes a wide range of behaviors, from unauthorized access to systems to online 

fraud and malware distribution (Avila and Rincon, 2023). 

Regarding the specific objective of describing cybercrime in a specialized unit of the 

Public Prosecutor's Office in the Ancash region - 2024, according to the perception of the 

subjects interviewed for the completion of the instruments, the following is mentioned: 

According to the dimension Cybercrime evidencing the following information, the level that 

characterizes is the high with 45.7%, from there the medium level is presented with 40.0% and 

the low level is presented with 14.3%. The argument recorded for the phishing dimension has 

been characterized by the high level with 40.0%, then the medium level is presented with 37.1% 

and the low level is estimated with 22.9%. For the pharming dimension, the highest score was 

reached at the medium level with 48.6%, followed by the high level with 40.0% and the low 

level with 11.4%. Concerning the ransomware dimension it is characterized at the medium 

level with 51.4%, the high level with 37.1% and the low level with 11.4%. Finally, the analysis 

recorded for the cybercrime variable is presented with a score of 48.6% at the high level, then 

the medium level is presented with 40.0% and the low level with 11.4%. 
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Cybercrime regulations are insufficient or non-existent in several countries, allowing 

cybercriminals to exploit legal loopholes; companies and governments do not always 

implement appropriate cybersecurity protocols, leaving them vulnerable to attacks; the lack of 

international cooperation on cyber legislation issues allows criminals to find refuge in 

permissive jurisdictions or those with little regulation on cybercrime. What was described 

agrees with what was expressed by Condori (2020) in Lima, who developed a study based on 

analyzing how the legal implications of cyber fraud and the associated link to criminal 

protection are presented. Regarding the methodology applied, it was qualitative, The technique 

used was the interview, where the opinions of the interviewees were gathered. The results show 

that advances in information technology are currently one of the most used tools in people's 

daily activities due to its versatility and automation, allowing us to interact through online 

platforms. But unfortunately this platform has become a crime tool that affects both public and 

private property. 

The transnational nature of cybercrime complicates its definition and prosecution, a 

crime may be perpetrated in one country, affect victims in another and be investigated by 

authorities in a third, highlighting the need for a definition that is recognized and applied 

internationally, the evolution of technology requires that legal definitions of cybercrime are 

constantly updated to include new forms of digital crime, this is essential to ensure that laws 

are effective and can adequately address emerging threats (Arapa et al., 2023). 

With respect to the specific objective of describing organized crime in a specialized unit 

of the Public Prosecutor's Office in the Ancash region - 2024, according to the perception of 

the subjects interviewed for the completion of the instruments, the following is mentioned: 

According to the dimension organic structure evidencing the following information, the level 

that characterizes is the medium with 57.1%, from there the high level is presented with 34.3% 

and the low level is presented with 8.6%. The argument recorded for the social support 

dimension was characterized by the high level with 51.4%, then the medium level is presented 

with 37.1% and the low level is estimated with 11.4%. For the logistics dimension, the highest 

score was reached at the medium level with 42.9%, followed by the high level with 42.9% and 

the low level with 14.3%. Regarding the international dimension, it is characterized at the 

medium level with 58.8%, the high level with 26.5% and the low level with 14.7%. Finally, 

the analysis recorded for the organized crime variable shows a score of 48.6% at the high level, 

then the medium level with 42.9% and the low level with 8.6%. 

Technology has facilitated the commission of crimes through advanced tools that allow 

both unauthorized access to systems and the development of strategies to hide digital footprints, 

malware, social engineering and ransomware are widely used tools in cybercrime, and are 

constantly evolving to circumvent security defenses, this allows organized crime to expand its 
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activities to the digital environment, optimizing the traffic of stolen data, extortion, and fraud. 

The above is in agreement with what Castillo (2024) in Lima has expressed in his study based 

on analyzing the access to information through the modality of computer crime. Referring to 

the methodology applied was qualitative, cross-sectional in scope, to be executed at a certain 

time, the technique used was the interview, where of recopilo the opinions of the interviewees, 

as results it was discovered that confidential information the Department has access to 

information on organized crime investigations Public for criminal investigation purposes and 

follow the legal mechanisms. Ask the examining magistrate to order the delivery Confidential 

intelligence and can continue investigating reaching the goal of truth. Organized crime is 

characterized by its hierarchical structure, where members have specific roles and work 

together to carry out illicit activities, these organizations are often involved in a variety of 

crimes, such as drug trafficking, extortion, money laundering and human trafficking, planning 

and coordination are essential to their operation, which distinguishes them from common crime 

(Guerra, 2024). 

COCLUSIONS 

A significant relationship (Rho= 0.837; sig.=0.000<0.05) was determined between cybercrime 

and organized crime in a specialized unit of the public ministry of the Ancash region, referring 

that cybercrime and organized crime in the digital era are enhanced by interrelated factors that 

act as facilitators, these factors contribute to create an environment of difficult regulation and 

surveillance. 

Cybercrime in a specialized unit of the public ministry of the Ancash region, is presented with 

a score of 48.6% at the high level, then the medium level is presented with 40.0% and the low 

level with 11.4%, the evaluation of the dimensions is located at the medium level. 

Organized crime in a specialized unit of the Public Prosecutor's Office in the Ancash region is 

presented with a score of 48.6% at the high level, then the medium level is presented with 

42.9% and the low level with 8.6%, the evaluation of the dimensions is located at the medium 

level. 
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