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Abstract

Today, the increasing development of computer networks and their wide application in
human life have made it clear that these networks need to be secured. Therefore, various tools
and equipment are used to ensure security, including the intrusion detection system. Given
that most networks without a fixed infrastructure based on cloud computing face various
security challenges, in recent years, different methods have used the distributed software-
based network to deal with these challenges. This technology, while having many
capabilities, faces vulnerabilities against some common threats and destructive factors, such
as the distributed denial of service attack. A review of various studies shows that in order to
eliminate vulnerabilities, the integration of defense solutions appropriate to the structure of
the software-based network should be considered. Therefore, the aim of this research is to
design a network intrusion detection system based on machine learning for software
networks. This research was conducted with the XGBoost algorithm, which implements a
decision tree with gradient boosting, which is designed for better speed and performance. In
this method, we can have a Loss function that calculates the distance of the classifier from the
final result. N trees are created and each one is assigned a coefficient, and the sum of these
weights in each tree is the learning rate of that tree. Based on the research results, the
proposed method of this research is to use XGBoost, which has shown very good
performance compared to previous methods. Based on this method, it can be seen that the
best method for intrusion detection and detection is to use the XGBoost algorithm, based on
which an accuracy of over 92% can be achieved. With these interpretations, the proposed
system can be practically implemented, given that it uses real and existing data sets, and it
can be used in existing operational environments for error detection.

Key woeds: Network intrusion detection system, XGBoost algorithm, network security,
machine learning.

Introduction
Today, the increasing development of computer networks and their widespread use in human
life have made the need to secure these networks more evident than ever. Various tools and
equipment are used to ensure security, including intrusion detection systems. Intrusion
detection systems often use two methods of abuse detection and anomaly detection to detect
intrusion. The use of modern architectures for intrusion detection systems has faced design
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with difficulties in choosing the right type of architecture to create greater reliability in
detecting attacks, and they have been forced to use complex designs to enhance the ability of
these systems to detect attacks and remain immune to attacks against them. Also, in today's
security world, unlike the past, database-based defense tools that define rules for detecting
attacks do not have the necessary efficiency and have encountered problems in securing
networks. Therefore, defense tools based on machine learning algorithms that have the ability
to deal with the most complex types of attacks have been considered (1). Most cloud-based
networks without a fixed infrastructure face various security challenges. In recent years,
different methods have used distributed software-based networks to address these challenges.
While this technology has many capabilities, it also faces vulnerabilities against some
common threats and malicious factors, such as distributed denial of service attacks. A review
of various studies shows that in order to address vulnerabilities, we need to integrate
appropriate defense solutions with the distributed software-based network structure.

Cloud computing, as a convenient user interface, provides access to software resources for a
large number of users through hardware located in a data center. Due to its extraordinary
capabilities, cloud computing has attracted customers and huge investments and injects
important features such as reliability, cost reduction, multi-tenancy, security, etc. into various
networks. One of the most important security issues now is the challenges of networks
without fixed infrastructure and centralized management based on it (2). In some studies, the
use of software-defined network features has been proposed to improve security in cloud-
based networks. This technology brings capabilities such as planning, centralized control, and
traffic analysis to the network and can be used to improve security. Virtualization also adds
intelligence and new perspectives to the network (2). Due to the growth of heterogeneous
wireless technology, software-less networks based on infrastructure also provide flexibility,
dynamism, scalability and opportunities to solve security problems. Software-defined
networks, while introducing planning, centralized control, traffic analysis and security
improvements, create virtualization and intelligence in the network. Given that the use of a
single-level approach with centralized control is incompatible with decentralization, sabotage
and delay in environments without infrastructure, its application faces challenges (3). The
basis of the work of software-defined networks is the separation of network intelligence
(control) from the shell (information transmission). Such networks became popular after the
release of Java by Sun Microsystems in 1995. In the above networks, a centralized controller
manages the entire network, and programming allows for network dynamics, personalization
and the definition of new applications based on the needs of each organization (4).

Intrusion detection systems are classified into two groups based on their location in the
network system and scope of activity: host-based intrusion detection systems (HIDS) and
network-based intrusion detection systems (NIDS). Usually, to achieve maximum efficiency
and security, these intrusion detection systems are also used in combination, which are
known as distributed intrusion detection systems (DIDS) (9). In fact, intrusion detection
systems are designed to identify user activities in both normal and automatic ways by
comparing network connection transactions and based on known intrusion patterns designed
by specialists and experts. Traditional methods cannot efficiently discover unknown intrusion
patterns. Because human forces encounter networks of computer systems that are fast
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complex during intrusion detection analysis. Therefore, intelligent decision-making
techniques and technologies based on data mining are used in this regard to be able to
identify the pattern. or identify effective and efficient patterns in detecting intrusions. A
secure computer system is a system that behaves in a way that is expected of it.

A more precise definition of a secure computer system is as follows. It is a secure system that
can provide confidentiality, integrity, and availability to its users. Confidentiality means that
information is only available to those who have been authorized to access that data by the
system administrator, and in this regard, integrity means that the information remains
unchanged due to accidents or sabotage. Availability also means that the system is active
when needed and provides users with information without any problems. In fact, intrusion
includes a set of illegal actions that compromise the integrity, confidentiality, or access to a
resource (10).

Network-based intrusion detection systems monitor and analyze network-wide traffic in order
to identify threats. These systems detect malicious activities such as denial of service (DOS)
attacks, so-called port attacks, etc. across the entire network. Network-based intrusion
detection systems are hardware or software that are placed on the network to monitor traffic
passing through the entire network and computers in the network are placed in specific
locations on the network, analyze the network traffic, and when an attack or unusual behavior
is detected, an alert message is sent to the network administrator. Network-based intrusion
detection systems are independent of the operating system because they operate at the
network layer level. These intrusion detection systems examine network traffic for each
packet passing through the network in real time or near real time to identify intrusion patterns
(12).

One of the challenges that network-based intrusion detection systems face is that these
systems examine bytes, packets, and network flow to detect intrusions, and in high-speed
networks, it is impossible to monitor all packets. These systems are able to collect data at a
speed of They are not high and have problems in networks with speeds of 111Mbps and lose
many packets in transit. Also, attacks with encrypted communication are increasing and the
content of encrypted packets is inaccessible to the intrusion detection system. To solve this
problem, analyzing network flows instead of analyzing each packet is the best option for
monitoring and analysis (12). The main objective of this research is to design a network
intrusion detection system based on machine learning for software networks. The main
assumption in this research is that it is possible to define a network intrusion detection system
based on machine learning for software networks.

Theoretical Concepts and Research Background
Intrusion Detection System To describe network security and the attacks that are carried out
on it, it is first necessary to know the necessary definitions of security. For this purpose, we
will explain several definitions of security. The first definition is the presence or feeling of
security. The second definition is the safety of a state or organization against criminal and
espionage activities. On the other hand, security is often considered as the art of sharing
secrets. Cryptographers often use this definition for security. Today, we define security in
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digital age as an effort to protect digital assets and protect the system from any activity that is
done or seen unintentionally. This unwanted behavior is abuse and violation of the property
of individuals (1). In a system like the Internet, interconnected, standardized, open and
managed by different people, under different legal systems, attacks are very common [1].
Classification of types of attacks * Network device level attack A network device level attack
exploits weaknesses in the hardware used in the network or bugs and weaknesses in the
software. For example, some routers have a buffer overflow problem that can be used by an
attacker to disable the router. * Operating system level attack The second category of
operating system level attacks is the one that exploits some aspects of the protocol
implementation as well as the operating system of the target system. ¢ Application level
attack Application level attacks exploit holes in application programs. For example, this type
of attack can exploit flaws in the data structure of algorithms used in some common
programs. For example, by giving special inputs, the algorithm can be forced to run in an
unexpected state and cause it to malfunction. This causes the system to allocate most of the
CPU to perform the necessary calculations and therefore not handle a large portion of the
incoming traffic. « Data flood level attack The attacker achieves his goal of taking up system
resources and bandwidth by sending a flood of packets with a fake source address and at a
high rate. This keeps the system busy processing these fake packets and It prevents the
inspection of useful and original data. « Protocol-level feature attack This attack exploits the
insecure design of standard protocols. For example, the SYN flood attack exploits the three-
way handshake process in the TCP protocol and the fact that the source IP address is not
checked for validity in the routing process. Main attacks « Remote attacks In a remote attack,
the attacker sends a flood of unsolicited and malicious packets to a serving node over
multiple hops. When a routing node receives these packets, it checks their routing table and
finds that the entry on this route matches the destination address; therefore, it forwards them.
If the node follows the route backward based on the source address, it may reach the claiming
source instead of the flooding source, or it may find that the claiming node is invalid [5]. *
Local Attacks In a local attack, attackers send flood traffic to their neighboring nodes to
affect traffic through neighboring nodes. One advantage of local attacks is that the flooding
nodes do not need to send traffic through multiple hops, so the flooding nodes do not rely on
other routing nodes. In addition, attackers may attack a large area instead of a single node in
order to maximize the impact on the entire network.

The figure below shows remote attacks and local attacks from DDoS attacks, where the gray
oval area is a network where nodes a_1, a_2, a_3 are attackers and nodes n_1, n 2, n_3 are
authorized nodes. The dotted lines indicate attack traffic through multiple nodes and the solid
lines indicate attack traffic to neighboring nodes. The hatched areas are the areas of
concentration due to the attack.
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Figure . DDoS attacks based on attack topology(8)

Flood Attacks In this type of attack, the zombie(s) sends a large volume of traffic to the
victim system in order to occupy its bandwidth. This stream of packets sent to the victim
system causes it to slow down or crash, or saturate the network bandwidth. Several types of
these attacks are, ICMP flood, UDP flood, and HTTP flood[6-8] « Amplification Attacks The
attacker or agents use the P-address broadcast feature available in most routers to amplify the
attack and send messages to a P-address. In this method, the router sends network packets to
all IP addresses within the range of the broadcast address, which causes all subnets with the
broadcast address to send a response to the victim system. As a result, the traffic generated
reduces the bandwidth of the victim system. In this type of DDoS attack, the attacker can
send the broadcast messages directly or by using agents to increase the attack traffic. If the
attacker sends the public messages directly, this allows the attacker to use the systems on the
network with the public IP address as zombies without having to hack into them or install any
agent software. Two types of such attacks are smurf and fraggle.[6-8] Machine learning To
solve a problem on a computer, we need an algorithm. An algorithm is a sequence of
instructions that must be executed to transform input into output. For some tasks, for
example, sorting a set of numbers, there are one or more algorithms. While for some other
tasks, for example, distinguishing spam from other mail, there is no algorithm but sample
data is available. There is a certain pattern in the data that the computer (machine) can
identify a good and useful approximation for. In other words, the computer (machine) can
automatically derive an algorithm for performing such tasks using sample data. For example,
a computer can “learn” to distinguish spam from other emails by analyzing thousands of
emails that are known to be spam or not. This is the concept of machine learning[11].
Machine learning methods can be divided into several general categories: 1. Supervised
learning 2. Unsupervised learning 3. Semi-supervised learning 4. Reinforcement learning.
Software-defined networking Software-defined networking technology is a new approach and
a major development in the field of communication technology, aiming to optimize the use of
resources, improve performance and productivity, and reduce costs in computer networks, as
a centralized, cost-effective, adaptable, and manageable architecture suitable for dynamic
services with high bandwidth in the coming years. Software-defined networks are trying to
increase the intelligence of networks and provide capabilities such as planning, scalabili
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flexibility, automation, intelligence and software development of the network by
organizations by transferring the data control part from hardware switches and routers to
virtual software layers of the network and using a centralized software controller. This idea
was first proposed in 2005 and gained momentum since 2010 and entered a new phase in
2011 with the formation of the ONF Foundation and the membership of more than eighty
large companies in the network industry and the development of the OpenFlow standard. The
first functional products of this network have been on the market since 2013 and it is
predicted that these types of networks will gradually replace traditional networks based on
Ethernet and TCP/IP [40]. The figure below shows the single-controller and multi-controller
architectures in software-defined networks.

Controller-to-Controller Path
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; / Path 3 S8
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Controller
a R
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(c) Hierarchical Controller Design (d) Hybrid Design

Fig. Single-controller and multi-controller architecture in software-defined networks[[46

One of the important advantages of software-defined networking is that it has attracted
the attention of many researchers in this field. The benefits of intelligent dynamic load
balancing in network traffic engineering include the following: [[58

*Optimization of operational throughput and increased throughput and improved
efficiency of network resources

«Distribution and division of traffic load on all communication links in symmetric or
asymmetric ways

«Control of heavy and light data flows and traffic management and prevention of traffic
congestion, congestion and deadlocks

Increase communication capacities by link aggregation and the possibility of more
simultaneous connections and increased reliability and stability
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*Prevention of overload and management and guidance of excess load overflow and its
fair distribution

«Control and improvement of failure and fault tolerance threshold and network resilience
and increased stability

«Intelligent detection of service outage and service distribution and migration to establish
communication without loss and interruption in the network

«Intelligent detection of the addition of a service or channel and its management without
loss and interruption in the network

*More stable communication in the network by providing backup and alternative paths in
the event of a problem in the path or service provider

*Reduction of end-to-end delay time and reduction of the total work completion time

+Cost reduction In purchasing resources and developing hardware and operations due to
optimal use of resources and economic savings

*Reducing the cost of ownership of lines for users due to optimal use of shared resources

eIncreasing the ability and ease of accessibility by connecting to multiple servers and
preventing network drops [[49

«Improving the quality of service and increasing user satisfaction [[46

Preventing bottlenecks and points of failure in the network

eIncreasing security and reliability in service provision [[57

«Improving scalability and scalability

*Fairness, justice, and equality (not equality) in the use of channels and resources for all
service providers and service recipients

Research Background
Chopani Sefidi (1400) in an article titled "Software-Based Network Intrusion Detection to
Increase Accuracy and Reduce Attacks™ In this thesis, an attempt has been made to increase
accuracy and reduce attacks by using a combination of support vector machine and k-nearest
neighbor algorithms. Using machine learning algorithms to classify connections into
legitimate and illegitimate is one of these solutions. (14) Namjooi Rad et al. (1399) in an
article titled "Network Intrusion Detection Using Data Mining and Using Machine Learning
Using Support Vector Machine Method" In this article, they examine the support vector
machine algorithm in feature selection and the effect of using machine learning algorithms on
the accuracy and rate of intrusion detection in the system. The results show that using this
algorithm leads to an increase in accuracy and correct detection of alerts compared to
previous methods (15). Alipour et al. (2019) in an article titled "A Review of Software-Based
Network-Based Intrusion Detection Defense Solutions"” presented a general classification of
the types of defense solutions against the above attacks. In the following, while classifying
intrusion detection solutions into two categories: threshold and non-threshold, they examined
some practical examples of the above solutions and concluded that the threshold nature of the
intrusion detection method exacerbates the level of vulnerability and non-threshold defense
solutions with a flat, distributed software-based network architecture should be used (16).
Akhlagpour (2018) in an article titled "Presenting a Machine Learning-Based Intrusion
Detection System to Reduce Network Attacks Based on Clustering™ presented a machj
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learning-based intrusion detection system that is capable of detecting common network
attacks including denial of service, botnets, intrusion, and network scanning. With the help of
the proposed intrusion detection system, it has been shown to what extent attacks and training
(and more complex types of them) affect machine learning-based detection systems and how
they can be detected (17). Torabi et al. (2019) in an article titled "Design and Implementation
of a Trust-Based Framework for Mobile Traffic Detection in the Network™ In this article, a
framework for mobile traffic detection with a trust-based approach is presented. The
proposed framework consists of four detection subsystems in different TCP/IP layers and two
control subsystems. First, with the help of the environment detection subsystem, the accuracy
of the information related to each layer is checked, and if the information of each layer is
valid, the traffic is sent to the detection subsystems. After the detection in each of the
subsystems, based on the factors obtained in each subsystem, the final detection of each agent
is performed by the detection subsystem. In this paper, in order to evaluate the proposed
framework and examine the existing challenges, a real dataset of wireless network traffic
(Ferdowsi University of Mashhad) has been prepared and used. The results show that the
proposed system is able to perform the detection process with a maximum accuracy of 0.97
and a minimum error of 0.09 by integrating the opinions of the detection subsystems based on
the level of trust and confidence in each of them (18).

In 2017, Yen et al. studied how to model a deep learning-based intrusion detection system
and proposed a deep learning method for intrusion detection using recurrent neural networks
(RNN-IDS). In addition, they studied the performance of the model in binary and multi-class
classes and the number of neurons and the effects of different learning on the performance of
the proposed model. They compared their method with artificial neural network, random
forest, support vector machine and other machine learning methods proposed by previous
researchers. Their experimental results show that the proposed model (RNN-IDS) is a
suitable and high-accuracy classification model for modeling, and its performance is better
than that of traditional machine learning classification methods. They believed that the
proposed model (RNN-IDS) improves the accuracy of intrusion detection and provides a new
research method for intrusion detection[25]. In 2018, Diro et al. conducted a new deep
learning approach to enhance cybersecurity for detecting attacks in the Internet of Things.
The performance of the deep learning model is evaluated in comparison to the traditional
machine learning method, and the distributed attack detection against the centralized
detection system. These experiments have shown that the distributed attack detection system
using the deep learning model is superior to the centralized detection systems. It has also
been shown that the deep learning model is more effective in detecting attacks than the
traditional machine learning method[26]. Anurag et al. (2022) in a paper titled “Network
Intrusion Detection in Software Defined Networks with a Self-Organized Constraint-Based
Intelligent Learning Framework™ Therefore, the aim is to investigate and present effective
and efficient intrusion detection techniques that solve the security challenges posed in the
field of software-based IoT systems, a wide range of errors such as DOS, DDOS, U2R, etc.
Abdulsalam et al. (2022) in a paper titled “ML-IDSDN: A Machine Learning-Based Intrusion
Detection System for Software-Defined Networks” is used to train a number of supervised
binary classification machine learning algorithms such as k-nearest neighbor, AdaBo
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Decision Tree (DT), Random Forest, Naive, Multilayer Perceptron, Support VVector Machine
and XGBoost. And the results of the DT algorithm have achieved high scores for adapting a
real-time application by obtaining an F1 score in the attack class of 0.9995, an F1 score in the
normal class of 0.9983 and a throughput score of 6737147.275 samples per second with a
total number of three features. Ogbah et al. (2020) in a paper titled “Machine Learning-Based
Intrusion Detection System for Software-Defined Networks”. In this research, a new
anomaly-based IDS is proposed that takes advantage of this software capability to provide
statistical features about each flow passing through the network, and transfers these features
to a voting system. In this regard, several machine learning algorithms are used to predict
user behavior towards possible intrusions, and the results show an increase in accuracy and a
decrease in false positive rate in the training voting software using the NSL-KDD and
KDDCup99 datasets. Abu Bakr et al. (2017) in their paper titled “Machine Learning-Based
Intrusion Detection System for Software Defined Networks” focus is shifted to a single point
of failure where the central controller is the main target. The results show a positive
improvement for detecting almost all possible attacks in the SDN environment with our
neural network pattern recognition for machine learning using our trained model with an
accuracy of over 97%.

Based on a review of the history of research conducted on the issue of a network intrusion
detection system based on machine learning for software-defined networks, it can be said that
research on the design of a network intrusion detection system based on machine learning for
software-defined networks is necessary.

Research Methodology

The XGBoost algorithm is an implementation of a gradient boosting decision tree that is
designed for better speed and performance. In this method, we can have a Loss function that
calculates the distance between the classifier and the final result. N trees are created and each
is assigned a coefficient, and the sum of these weights in each tree is the learning rate of that
tree.

tree1
e @ \e®
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Figure . XGBoost method
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Here, the decreasing gradient is the decreasing gradient that acts inversely to the
derivative and computes the minimum.

XGBoost Features:

Three main forms of gradient boosting attacks are supported:

Gradient boosting

*Random gradient boosting

*Regular gradient boosting

In terms of computation, it provides the following:

«Partitioned tree construction using all CPU cores during training

+Distributed computation for training very large models using a cluster of resources

«Out-of-core computation for very large data sets that do not fit in memory

+Data structure and algorithm optimization for best use of hardware

This algorithm is designed to make use of available resources for training the model. A
deliberate sparse implementation with automatic handling of missing data, a block structure
to support parallelization of tree construction, and continuous training are other features of
this algorithm.

Regarding the feature selection process, a large number of classification techniques have
been proposed by the scientific community over the years, and the selection of the most
appropriate classifier for a given task is often improved by previous experience in different
domains, as well as by trial and error methods. However, recently, some researchers
evaluated the performance of about 180 classifiers obtained from different families using
different datasets and concluded that random forests and support vector machines are the two
classification mechanisms that have the highest probability of performing well. On the other
hand, many winners in recent Kaggle competitions use the XGBoost technique, which is a
parallel component of gradient boosting of tree classifiers, and it can be said that it performs
better than random forests in most cases. The XGBoost technique is a library that is known as
a parallel, fast and efficient algorithm whose parameters are fully adjustable. The high
performance and reliability of XGBoost were the reasons for using this library for the
experiment at hand.

[ ] XGB = xgboost.XGBClassifier(n_estimators=100, learning_rate=0.817, gamma=0,

[ ]
pred = cross_val_predict(XGB, X, Y, «cv=5)
acc = accuracy_score(Y, pred)
c¢m = confusion_matrix(Y, pred)
print(acc)
print(cm)

Figure . Schematic of XGBoost code
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In fact, the XGBoost algorithm method and how it works were explained in this chapter.
How it is implemented for intrusion detection systems in software-based networks was also
discussed.

Results and Discussion

NSL-KDD is a dataset proposed to solve some of the inherent problems of the KDD99
dataset. However, this new version of the KDD dataset still suffers from some of the
problems discussed by McHugh and may not be fully representative of existing real
networks, due to the lack of a public dataset for network-based IDSs, which can still be used
as an effective benchmark dataset to help researchers compare different intrusion detection
methods. In addition, the number of records in NSL-KDD and the test sets is reasonable. This
advantage makes it cost-effective to run tests on the full set without having to randomly
select a small portion. As a result, the evaluation results of different research work will be
consistent and comparable. KDDTrain+.ARFF: Complete NSL-KDD set with binary labels
in ARFF format KDDTrain+.TXT: Complete NSL-KDD set including attack type and
difficulty level labels in CSV format KDDTrain+_ 20Percent. ARFF: A 20% subset of the
KDDTrain+.arff file KDDTrain+_20Percent. TXT: A 20% subset of the KDDTrain+.txt file
KDDTest+.ARFF: Complete NSL-KDD test set with binary labels in ARFF format
KDDTest+.TXT: Complete NSL-KDD test set including attack type and difficulty level
labels in CSV format KDDTest-21.ARFF: A subset of the KDDTest+.arff file that does not
include records with difficulty level 21 out of 21. KDDTest-21.TXT: A subset of the
KDDTest+.txt file that does not include records with difficulty level 21 out of 21. The NSL-
KDD dataset has the following advantages over the original KDD dataset: * It does not
contain redundant records in the dataset, so the classifiers are not biased towards repeated
records. ¢ There are no repeated records in the proposed test sets. Therefore, the performance
of learners is not biased towards methods that have better recognition rates on repeated
records. * The number of records selected from each difficulty level group is inversely
proportional to the percentage of records in the original KDD dataset. As a result, the
classification rates of distinct machine learning methods vary over a wider range, which
makes it more efficient to accurately evaluate different learning techniques. * The number of
records in the dataset and test sets is reasonable, which makes it cost-effective to run
experiments on the entire set without having to randomly select a small portion. As a result,
the evaluation results of different research works will be consistent and comparable. One of
the most important shortcomings of the KDD dataset is the large number of redundant
records, which causes the learning algorithms to be biased towards frequent records and thus
prevent learning of non-repeated records, which is usually detrimental for networks such as
U2R. R2L attacks In addition, the presence of these frequent records in the test set biases the
evaluation results by methods that have a better detection rate on frequent records. In
addition, we analyzed the difficulty level of the records in the KDD dataset. Surprisingly,
about 98% of the records in the data set and 86% of the records in the test set were correctly
classified by all 21 learners. In order to conduct our experiments, we randomly created three
smaller subsets of the KDD dataset, each containing fifty thousand records of informati
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Each of the learners was trained on the created datasets. We then used 21 trained machines (7
learners, each trained 3 times) to label the records of the entire KDD train and test sets,
providing us with 21 default labels for each record. In addition, we annotated each record of
the dataset with a #successfulPrediction value, which was initially set to zero. Now, since the
KDD dataset provides the correct label for each record, we compared the predicted label of
each record given by a particular learner with the actual label. Where if a match was found,
we incremented the #successfulprediction by one. Through this process, we calculated the
number of learners who were able to correctly label that record. The highest value for
#successfulprediction is 21, which indicates the fact that all learners were able to correctly
predict the label of that record.

The dataset data in the training and testing sections are shown in the figures below.

X0t Frequency of each type of attack in train dataset

67343

Dos Prob R2L U2R
Attack type

Fig. Training data

Frequency of each type of attack in test dataset

Prob
Attack type

Fig. Test data

The following figures show the results of applying the methods to the NSL-KDD dataset.
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The system performance characteristic curve using decision tree, random forest, and the
proposed method is shown in the figures below

True Positive Rate

0 01 0z 03 0.4 05 0.6 [ 0.3 0.9 1
False Positive Rate

Figure . System performance characteristic curve in a decision tree
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Figure . System characteristic performance curve in random forest.
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Fig. System performance characteristic curve in the proposed method based on XGBoost

Based on the research results, it can be said that the proposed method is more efficient
than other existing methods.

Conclusion
The use of software-defined networks is increasing day by day due to its appropriate
efficiency in various places such as homes, cities, etc., but these networks are challenged in
terms of security and attacks on these networks may occur at any time. For this purpose, this
research sought to improve the security challenge in software-defined networks. The
proposed method of this research is the use of XGBoost, which showed very good
performance compared to previous methods. According to the studies conducted and the
proposed method, it can be seen that the best method in detecting and detecting intrusions is
the use of the XGBoost algorithm, which achieved an accuracy of over 92 percent. With
these interpretations, the proposed system can be practically implemented, given that we have
used real and existing data sets, and it can be used in existing operational environments for
error detection.
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Suggestions

Also, by optimizing the XGboost algorithm, the detection accuracy of the proposed method
can be increased to increase its reliability, and the efficiency of the system can be increased
to perform this task at a more appropriate time and prevent infiltration. As another
suggestion, by increasing the extracted features and also detecting optimal features, the
system's performance in infiltration detection and its accuracy can be increased.
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