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Abstract: Mobile networks, particularly mobile ad-hoc networks (MANETS), are increasingly
deployed in dynamic environments such as military operations, disaster recovery, and remote
sensing. However, their decentralized structure, mobility, and open wireless medium make
them susceptible to various security threats. This paper presents an intrusion detection
method leveraging deep learning techniques to enhance the security of mobile networks. The
proposed model uses a combination of Convolutional Neural Networks (CNN) and Long
Short-Term Memory (LSTM) networks to effectively learn spatial and temporal patterns of
network behavior. By analyzing real-time traffic data, the system can accurately detect
anomalies and classify different types of attacks such as blackhole, wormhole, and denial-of-
service (DoS). Experimental results demonstrate improved detection accuracy and reduced
false positive rates compared to traditional machine learning methods. The deep learning-
based approach offers adaptability, scalability, and robustness, making it suitable for real-
world deployment in mobile network environments.
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Introduction

The increasing demand for mobile connectivity and wireless communication has led to the
rapid proliferation of mobile networks, including Mobile Ad-Hoc Networks (MANETS),
Vehicular Ad-Hoc Networks (VANETSs), and wireless mesh networks. These mobil
networks provide flexible, infrastructure-less communication platforms suitable for dyna
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environments such as disaster recovery zones, military operations, vehicular communication,
and remote area surveillance. However, their decentralized nature, open medium, dynamic
topology, and lack of centralized monitoring or control make them highly vulnerable to a
wide range of cyber attacks and security threats[1][2]. Intrusion Detection Systems (IDS)
play a vital role in protecting mobile networks from unauthorized access, malicious activities,
and anomalous behavior. Traditional IDS approaches, including rule-based and signature-
based systems, are limited in their ability to detect novel or sophisticated attacks and often
suffer from high false positive rates. Moreover, the constrained resources of mobile nodes
and the inherent volatility of mobile networks pose additional challenges to conventional
security frameworks. In recent years, the advancement of artificial intelligence (Al) and
machine learning (ML) has brought about significant improvements in intrusion detection
capabilities. ML-based IDS have demonstrated improved accuracy and adaptability in
detecting known and unknown threats. However, most traditional ML algorithms require
manual feature extraction, extensive preprocessing, and often struggle to capture complex
patterns in high-dimensional or sequential data. To overcome these limitations, researchers
have begun exploring deep learning (DL) techniques as a powerful alternative[3]. Deep
learning models are capable of automatic feature extraction and can process complex,
nonlinear relationships in large datasets. Models such as Convolutional Neural Networks
(CNNs), Recurrent Neural Networks (RNNs), Long Short-Term Memory networks (LSTMs),
and autoencoders have shown great promise in analyzing network traffic and detecting
various types of intrusions with higher precision and lower false alarm rates[4][5].

The integration of deep learning into IDS design introduces several key advantages. Firstly,
DL models can learn both temporal and spatial features from raw network traffic data,
enabling them to detect subtle anomalies that may be missed by conventional methods.
Secondly, they can be trained on large-scale datasets and adapt to new attack patterns through
continuous learning. Thirdly, once deployed, DL-based IDS can operate in near real-time,
making them suitable for practical use in mobile networks. Despite these benefits,
implementing deep learning in mobile network intrusion detection also comes with its own
set of challenges[6][7]. These include the need for high-quality labeled datasets,
computational resource constraints on mobile devices, latency issues, and the potential for
adversarial attacks targeting the DL models themselves. Addressing these challenges requires
careful architectural design, optimization techniques, and consideration of real-world
deployment scenarios.The proposed study aims to develop and evaluate an intrusion detection
method for mobile networks utilizing deep learning techniques. The primary objective is to
design a system capable of accurately identifying both known and unknown attacks while

minimizing false positives and computational overhead. The approach involves collecting
and preprocessing network traffic data from simulated or real-world mobile environment
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selecting suitable deep learning models such as CNN, LSTM, or hybrid architectures, and
training the models to classify traffic into normal or malicious categories. The performance of
the proposed system is assessed based on metrics such as detection accuracy, precision,
recall, F1-score, and false positive rate[8]. Comparative analysis with conventional machine
learning models is conducted to demonstrate the superiority of the deep learning-based
approach. In the context of mobile networks, various types of attacks threaten network
integrity, availability, and confidentiality. Common threats include blackhole attacks, where a
malicious node absorbs all traffic without forwarding it; wormhole attacks, which involve
tunneling packets between colluding attackers to disrupt routing; Sybil attacks, where a node
claims multiple identities to gain influence; and denial-of-service (DoS) attacks, aimed at
overwhelming nodes with traffic[9]. Detecting these threats requires a robust understanding
of normal traffic patterns and the ability to distinguish between legitimate deviations and
malicious activities. Deep learning’s capacity for pattern recognition and anomaly detection
makes it a highly suitable candidate for addressing these issues. Additionally, the use of time-
series models like LSTM networks is particularly beneficial in mobile networks, where
temporal dependencies and event sequences are critical to identifying attack
behaviors[10][11].

This research also considers the challenges associated with implementing IDS in resource-
constrained mobile environments. Deep learning models, while powerful, are typically
computationally intensive and may not be feasible to deploy directly on lightweight mobile
nodes. To address this, the study explores lightweight DL models and proposes a centralized
or hierarchical IDS framework, where deep learning inference is offloaded to more capable
nodes or cloud-based systems while still enabling decentralized detection through localized
monitoring. Such a hybrid approach ensures that the benefits of deep learning can be
leveraged without compromising the performance or battery life of mobile devices.
Furthermore, the adaptability of DL models to evolving threats is supported through periodic
retraining and the incorporation of online learning strategies[12].

To validate the effectiveness of the proposed method, simulation environments such as NS2,
NS3, or real-world test beds are employed to generate attack scenarios and collect labeled
traffic data. The evaluation includes a range of attack types to test the model’s
generalizability and robustness[13]. The use of benchmark datasets such as NSL-KDD,
CICIDS2017, or custom mobile-specific datasets further enhances the credibility of the
performance analysis. Additionally, the study incorporates visualization techniques such as
confusion matrices, ROC curves, and performance graphs to provide clear insights into model
behavior and decision-making processes.

Volume 49 Issue 3 (July 2025)
https://powertechjournal.com



.= Power System Technology

/Y~ 1SSN:1000-3673

Received: 16-04-2025 Revised: 05-05-2025 Accepted: 22-06-2025

The integration of deep learning into intrusion detection for mobile networks represents a
significant step toward more intelligent, adaptive, and resilient cybersecurity solutions. The
proposed system not only addresses the limitations of traditional IDS approaches but also
aligns with the future trajectory of Al-driven network security. As mobile networks continue
to expand in scale and complexity, the need for autonomous and accurate intrusion detection
systems will become increasingly critical. This research contributes to that goal by presenting
a novel, data-driven, and practical approach to securing mobile communications against
evolving cyber threats[14].

Challenges in MANET
Some challenges are brought forth by the components of MANET. A few examples are:

The problem of routing packets between any conglomerate of hubs becomes a testing errand
due to the fact that the framework's topology is always hinting at change. Instead of being
proactive, most conferences should be set up on open coordination. Due to the autonomous
growth of hubs inside the framework, multicast routing has become more difficult as the
multicast tree is no longer immobile. Other than the single-bounce correspondence, routes
between hubs may have many hops.

Dependability and Security: even if wireless affiliation has constant flaws, an impromptu
designated framework has its own security concerns, such scary national giving off packets.
Unmistakable affirmation strategies and critical organisation are necessary for the portion of
dispersed activity. Data transmission mistakes, convenience-started packet events, the convey
notion of the wireless medium, forced wireless transmission runs, and other wireless
association features all contribute to unwavering quality concerns.

QOS: Maintaining the clear character of organisational levels in a constantly changing
environment will be a challenge. In a MANET, the characteristic of good communications
makes it difficult to provide definitive confirmations about the services that a device has
access to. For intuitive media organisations to benefit, a Mobile QOS must be used over the
usual reserve system.

Interconnection: in addition to communication inside an ad hoc designated system, it is
common practice to anticipate interconnection between MANET and established networks,
which are often IP based. An obstacle for the friendly portability administration is the

coexistence of routing protocols in such a mobile phone.

Improved communication connection capabilities for lean power operation are essential for
the improved functioning of lightweight mobile terminals with respect to power consumption
Consideration of energy conservation and power-conscious routing is required.
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INTRUSION DETECTION SYSTEMS

An intrusion detection system is a framework-level warning tool. After identifying the
security deals made to a system framework, it queries an alert message to an element, like a
site security officer, so the substance may take some actions in response to the incursion. A
review information collection specialist, an identifier that analyses the review data and
provides an output response to the site security officer, and the framework itself are all
components of an ID (Moreno 2004). It is important to distinguish between intrusion
identification design and intrusion detection tactics while discussing IDS in MANET. Neither
the design nor the condition are major factors in the intrusion identification process [15]. In
the end, both wired and wireless systems may make advantage of inconsistency and
exploitation identification. The main point of difference in application is the selection of
review data to include in the approach. But since MANET is so new, most intrusion detection
systems in MANET rely on anomaly detection. As contrast to different identification
techniques, the majority of material on intrusion detection systems in MANET that the writer
reviews is on different types of IDS in MANET. There are a lot of books that gloss over the
detecting techniques used. The fact that the architecture is capable of using tactics for
detecting anomalies and theft is also mentioned by some. In this way, the various IDS
models, rather than the detection algorithms used by the structures, are the focus of the
current thesis. At the outset, this section discusses MANET threats and the security role of
intrusion detection systems (IDS) in MANET. This is the point at which the requirements for
MANET IDS are defined. The possible architectures of intrusion detection systems in
MANET are finally examined.

INTRUSION DETECTION SYSTEMS IN MANET

Data security is now facing a scenario where assaults are growing rapidly. Security
professionals have very multi-faceted tasks due to the increasing computerisation of attack
tools, the constant expansion of assaults, the minimal data needed to breach security, and the
progressively increasing complexity. Organising has become crucial for firms nowadays. To
achieve this goal and satisfy business requirements, government agencies and private
companies have developed their own unique and complex systems, including data networks,
fusing innovations, information storage frameworks, various encryption methods, wireless
access, web managements, Voice over IP (VolIP), and wireless technologies. Because of the
increased usage of system frameworks, the systems have become complicated, and a large
section of the workforce enters the organisation via virtual private networks. Client
Relationship Management (CRM) and web-based business allow for the same amount of
partners to access managements via extranets. The system of high-profile companies and

government agencies has been compromised by the attackers. It is now easier than ever fo
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attackers to damage systems, and they attack with greater expertise than in recent memory
[17]. As previously mentioned, the number of system attackers is also growing. Therefore, in
today's world, the internet serves as a portal for the dissemination of sensitive information,
which in turn brings financial, social, and political entertainment for dissatisfied workers,
humiliating partnerships, and even oppressive associations based on terror (confusion)

TYPES OF ATTACKS

(a)Denial of Service Attack: This attack expects to attacks the ease of access of a node or the
whole system. On the off chance that the attack is fruitful the managements won't be
accessible. The aggressor for the most part utilizes radio flag sticking and the battery
depletion technique.

(b) Impersonation: If the verification instrument is not legitimately executed a malicious
system can go about as a bona fide node and screen the system activity. It can likewise send
fake directing packets, and access some private data.

(c) Eavesdropping: This is a uninvolved attacks. The node basically watches the classified
data. This data can be shortly employed by the noxious node. The anonymity data like area,
open key, privatekey, secret-key and so forth can be fetched by eavesdropper.

(d) Routing Attacks: The malignant node make routing managements an objective since it is
an imperative management in MANETSs. There are two flavors to these directing attacks. One
is attacks on directing convention and another is attacks on packet sending or conveyance
component. The first is gone for obstructing the engendering of routing data to a node .

(e) Black-hole Attack: In this attack, an attacker publicizes a zero metric for all goals making
all nodes about it course packets near it. A hateful node directs fake routing data, asserting
that it has an perfect course and makes additional great nodes course evidence packets
finished the vindictive one. A vindictive node drops all packets that it gets rather than
characteristically distribution those packets

Misuse-Based Intrusion Detection Networks

Additionally, signature-based frameworks that recognise security attempts to breach the
framework in unique ways are seen as misuse-based frameworks. The intrusion detection
system (IDS) stores known intrusion outlines, which are then compared with framework
exercises. In this connection, the IDS investigator is only alerted to a warning if a known
intrusion meets the typical for a framework. The creation of signatures that properly
coordinate the properties of a specific incursion is necessary to prevent false positives.
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The components of the protocol or the content of the system's movement are matched in an
NIDS by a specific signature. If the NIDS detects motion that corresponds to the signature, an
alert will be triggered. Among the several ways to identify known threats, signature detection
is the most precise. Always be on the lookout for signs of an intrusion when a signature is
involved. Having said that, a unique signature identified almost every malicious action.
Consequently, an intrusion detection system (IDS) using signature discovery can find the
majority of malicious activity. Certain types of assaults have been identified and described in
the context of signature finding in the past[19, 20]. Be that as it may, many resources may
identify these little choices. For instance, signature detection is not without its limitations. It
can't figure out what drives signature-matching actions. In other words, it sent off alarms
even if the motion could be completely normal. On a frequent basis, motion almost seems to
be suspicious behaviour. Consequently, false positives are likely to be generated by forward
NIDSs that use signature discovery. Signature detection requires attack history in order to
generate accurate signatures.

Because of this fact, intrusion detection systems that use signature identification are created.
Because signature identification is just a tool for keeping an eye out for careless, unseen
assaults or ones that don't have a precise signature. Changing only one component might
sometimes render IDS useless against assaults. The signature base will evolve at the
scheduled period because new attacks need new signatures and because more information
about vulnerabilities is available. The intrusion detection system can only detect intrusions if
each packet is compared to each signature. The framework's computing cost increases as a
result of the increased transfer speed. When the amount of data sent exceeds the capabilities
of the intrusion detection system, packets are either dropped or miss. Under these
circumstances, the likelihood of false negatives is high. Intruder detection systems that focus
on abuse have numerous prominent approaches. The following are descriptions of a few of
them:

Anomaly-based IDS

These detection systems find abuse by monitoring a standard over time and preparing
themselves to react when designs deviate from the norm. New structures for anomaly
detection are emerging. Using a peculiarity detection framework at the application level
allows for end-user activity screening. Inconsistency detection IDS compiles a set of data
from the client's system activity. Next, this typical dataset is taken into account as what is
typically used. When the client deviates from the typical example, a warning is sent out. The
inconsistency detection IDS would alert the system administrator if a client had been logging
onto a system during application hours for many months and then suddenly had a surge of

logins at 3:00 a.m. The usual or anticipated behaviour of a framework may be shown b
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irregularity detection frameworks, which attempt to find departures from the ordinary and
hence reveal an achievable intrusion attempt.references [7] and [11]. Client or program
behaviour in a framework may be screened using host-based peculiarity detection. The
NIDES framework is one that has worked on creating user profiles using anomaly detection
methods, such as monitoring program and typing speeds. The adhoc framework developed by
In is one example of a systems-based anomaly detection framework. Use the source and

destination IP addresses, ports, and the number of associations during a specified duration to
typically display the packet stream. In order to find unusual system packet content behaviour
on the 1999 DARPA IDS dataset, late system based peculiarity identification tactics
employed include building a support vector and using Mahalanob, a distinct algorithm.
Frameworks for detecting anomalies have a top-down bench signature approach that has been

proposed in. In order for it to assess the efficacy of various frameworks for detecting

inconsistencies[ 18]
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METHODOLOGY

This discussion does not aim to comprehensively cover the entire scope of Intrusion
Detection Systems (IDSs) and machine learning. Instead, it focuses specifically on those

aspects considered critically important to the present study and necessary to address the
research questions. Primarily, the current literature on IDS will be referenced as the
foundation for answering the core research question. Although the number of relevant studies

may be limited, an effort will be made to select the most pertinent and meaningful ones[12].
In addition to IDS-related literature, research on machine learning techniques will also be
reviewed. Within the broader machine learning literature, several relevant concepts and
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perspectives will be considered. These will be critically examined and incorporated into the
study. The structural framework of the proposed system is illustrated in Figures 1 and 2.
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Figure 1 Intrusion Detection Systems Architecture Diagram
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Figure 2 Stages in IDS

Three outstanding machine learning systems will be developed, keeping in mind the end goal
of assessing distinct machine learning methodologies and how they interact with IDS input.
An approach from a neural systems (NNIS) point of view will constitute the first. Support
vector machine (TSVID) will form the foundation of the second system. An additional
system based on fuzzy approach (DF-IDF) will be put in place. As will be shown later, these
distinct approaches to learning are necessary for achieving noticeable results. These
conflicting outcomes will be assessed and separated from the current makeup. Documented
details on the progression of events were necessary for the execution. This provides insight
into the manual process by which security experts organised alerts. Using the dedication of
two systems, the KDD dataset verified the warnings as either common direct or scene. In
order to prepare and evaluate the machine learning computation, this stamped information
will be used. Information about logs will be a part of the training set. During the course of the
test, we will determine the optimal log data fraction and the best way to use the three specifi
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strategies mentioned before. For intrusion detection systems to achieve their full potential, it
is essential that both the number of false positives and the number of false negatives be
reduced. As a result, precision, precision, and review are critical metrics to evaluate.

DEEP LEARNING — A DETAILED THEORETICAL PERSPECTIVE

Deep learning is a subset of machine learning that mimics the workings of the human brain in
processing data and creating patterns for use in decision-making. It is based on artificial
neural networks (ANNs) with multiple layers—hence the term “deep.” While traditional
machine learning models depend heavily on human intervention for feature extraction and
data pre-processing, deep learning models can automatically learn representations from raw
data. This automation makes deep learning particularly powerful for tasks involving large and
complex datasets, such as image recognition, natural language processing, and, more
recently, network intrusion detection.

At its core, a deep learning model consists of an input layer, several hidden layers, and an
output layer. Each layer is composed of nodes, or neurons, which simulate biological
neurons. These nodes are interconnected, and each connection has an associated weight.
During the training process, the model adjusts these weights using optimization algorithms
like stochastic gradient descent to minimize error. The layers perform transformations on the
data, allowing the network to learn intricate patterns and hierarchical feature representations.
For example, in a deep neural network used for image classification, the early layers might
detect edges and textures, while deeper layers detect more abstract patterns like shapes or
objects.

The most commonly used deep learning architectures include Convolutional Neural
Networks (CNNs), Recurrent Neural Networks (RNNs), Long Short-Term Memory
Networks (LSTMs), Autoencoders, and more recently, Transformers. Each of these
architectures is designed to handle specific types of data and tasks. CNNs, for instance, are
especially effective at processing grid-like data such as images and have been adapted for
analyzing network traffic in cybersecurity. RNNs and LSTMSs, on the other hand, are tailored
for sequential data, making them suitable for time-series analysis in mobile networks where
the temporal behavior of traffic is crucial for identifying anomalies.

Deep learning has gained prominence in the field of cybersecurity due to its ability to
automatically learn complex attack patterns without the need for handcrafted features.
Intrusion Detection Systems (IDS), which are designed to monitor network traffic for
malicious activities, benefit significantly from this capability. Traditional IDS approaches,
such as rule-based or signature-based systems, are limited in detecting novel or previously
unseen attacks. They rely on known attack signatures and static rules, which makes them
ineffective against evolving threats. Deep learning addresses this limitation by learning from
historical data and identifying deviations from normal behavior, even if the specific attack
signature is not present in the training set.
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In the context of mobile networks, such as Mobile Ad-Hoc Networks (MANETSs) and
wireless sensor networks (WSNs), the challenges of intrusion detection are even more
pronounced. These networks are dynamic, decentralized, and operate over unreliable
communication channels. Nodes in a mobile network often have limited computational and
power resources, which further complicates the deployment of traditional IDS. Deep learning
provides a scalable and intelligent solution for mobile network intrusion detection due to its
adaptability and automation capabilities. A deep learning-based IDS can be trained to detect a
wide range of attacks, including denial-of-service (DoS), blackhole, wormhole, Sybil, and
spoofing attacks. By analyzing network traffic patterns and node behavior over time, it can
identify both known and unknown threats with high accuracy.

One of the most effective deep learning models used in intrusion detection is the LSTM
network. LSTM is a type of RNN capable of learning long-term dependencies in data, which
is essential for analyzing time-based patterns in mobile network traffic. For instance, in a
DoS attack, a burst of unusually high traffic might be detected over a short period. An LSTM
model can learn the normal sequence of packet flows and identify this abnormal spike as a
potential threat. Similarly, autoencoders can be used to learn compact representations of
normal traffic data. When new data deviates significantly from this learned representation, it
is flagged as anomalous.

Despite its advantages, deploying deep learning in real-world mobile networks poses several
challenges. Training deep learning models requires large volumes of labeled data, which may
not always be available for mobile network environments. Additionally, the computational
resources required for training and inference can be significant. While cloud-based solutions
offer one approach to address this issue, latency and privacy concerns may arise. Another
concern is the interpretability of deep learning models. Unlike rule-based systems, deep
models often function as "black boxes," making it difficult for network administrators to
understand how a specific decision was made. Research is ongoing in the area of explainable
Al (XAI) to address this limitation.To optimize deep learning for mobile network
environments, lightweight architectures and model compression techniques are increasingly
being adopted. For example, MobileNet and TinyML are designed for deployment on edge
devices with limited resources. These models reduce the number of parameters and
computations while maintaining high accuracy. In mobile IDS systems, such lightweight
models can be implemented at the device level for real-time monitoring, while more complex
analysis can be offloaded to a central server. This hybrid approach balances accuracy with
efficiency and makes deep learning-based IDS practical for mobile networks.Another
important aspect of using deep learning in intrusion detection is feature engineering. In
traditional ML models, the selection of relevant features—such as packet size, source IP,
destination port, and protocol type—is done manually. However, deep learning models can
learn these features automatically during training. In network security, this ability is
extremely useful because it allows the model to uncover hidden relationships and patterns
that human analysts might miss. Additionally, deep learning can be integrated with other Al
methods, such as reinforcement learning, for adaptive intrusion prevention systems. These
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systems not only detect threats but also take corrective actions, such as isolating malicious
nodes or rerouting traffic.

The success of deep learning in intrusion detection is also supported by the availability of
benchmark datasets such as NSL-KDD, CICIDS2017, BoT-IoT, and 5G-NIDD. These
datasets provide labeled samples of normal and malicious network traffic, enabling
researchers to train and evaluate deep learning models effectively. Studies using these
datasets have reported impressive results, with deep learning models often outperforming
traditional machine learning approaches in terms of accuracy, recall, and precision.
Moreover, deep learning models show better generalization to unseen attack types, making
them a future-proof solution in the ever-evolving landscape of cybersecurity threats.Deep
learning has emerged as a transformative technology in the field of intrusion detection,
particularly for mobile networks where conventional methods fall short. Its capacity to
automatically learn complex, hierarchical features from raw data makes it ideally suited for
detecting both known and zero-day attacks. While challenges remain—such as the need for
large datasets, high computational cost, and interpretability issues—ongoing advancements in
model design, edge computing, and explainable Al are addressing these hurdles. The
adoption of deep learning in mobile IDS not only enhances detection capabilities but also
ensures scalable, adaptive, and real-time security solutions for next-generation wireless
communication networks.

The methodology adopted for developing an intrusion detection system (IDS) for mobile
networks using deep learning techniques is a multi-phase process designed to ensure
comprehensive detection capabilities and adaptability in dynamic wireless environments.
This approach is driven by the unique characteristics of mobile networks, such as mobility,
decentralization, limited resources, and vulnerability to a wide spectrum of cyber threats. The
methodology encompasses dataset collection and preprocessing, feature selection and
transformation, model selection and design, training and evaluation, and finally, deployment
considerations. Each phase is essential to building an intelligent and robust system capable of
detecting both known and unknown network intrusions in real-time.

The initial phase of the methodology involves data acquisition. Effective intrusion detection
relies heavily on high-quality and representative datasets that include a diverse set of normal
and malicious network traffic samples. Publicly available benchmark datasets such as NSL-
KDD, CICIDS2017, UNSW-NBI15, and 5G-NIDD are considered for initial experimentation.
These datasets contain labeled data that reflect various types of attacks, including denial-of-
service (DoS), probing, user-to-root (U2R), remote-to-local (R2L), and more sophisticated
threats such as botnets and zero-day vulnerabilities. In the context of mobile networks,
simulation tools like NS2, NS3, or OMNeT++ may also be used to generate custom datasets

under controlled scenarios. These tools can model mobile-specific behavior such as node
movement, route changes, dynamic topology updates, and varying signal strengths, offerin
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realistic attack environments for LSTM- or CNN-based models to learn from.Once the
dataset is collected, the next critical step is data preprocessing. Mobile network data is often
noisy, unstructured, and high-dimensional. Preprocessing involves multiple tasks including
handling missing values, removing irrelevant features, converting categorical variables to
numerical formats (such as one-hot encoding), and normalizing data values within a fixed
range (usually O to 1 or -1 to 1). These operations are vital to ensure that the deep learning
models receive clean and consistent input, thereby improving training efficiency and
prediction accuracy. Moreover, network traffic often arrives in sequence, so timestamp-based
sorting and session tracking are also necessary to maintain temporal relationships for RNN
and LSTM models.The third phase focuses on feature engineering and selection. Deep
learning models can automatically extract relevant features from raw data, but careful design
of input representations can still significantly enhance performance. Statistical features such
as packet size, inter-arrival time, protocol types, source/destination IP and port, packet flags,
and flow duration are extracted from network logs. Temporal features such as sequence of
packets, time-based flow characteristics, and user behavior over time are also captured. In
scenarios involving mobile or IoT networks, features such as signal strength, mobility
pattern, device identifiers, and routing behavior are crucial. Dimensionality reduction
techniques such as Principal Component Analysis (PCA) or t-distributed Stochastic Neighbor
Embedding (t-SNE) may be applied to reduce computational complexity and eliminate
redundant features.The most important phase of the methodology is model selection and
design. Deep learning offers various architectures suited for different types of data and
detection needs. For image-like data representations (e.g., traffic matrices or correlation
heatmaps), Convolutional Neural Networks (CNNs) are highly effective due to their spatial
feature learning capabilities. For sequential and time-series data, Recurrent Neural Networks
(RNNs) and Long Short-Term Memory Networks (LSTMs) are preferred as they can capture
long-term dependencies in packet flows and network sessions. Hybrid models that combine
CNN for feature extraction and LSTM for sequence learning are also gaining popularity in
IDS. In our proposed approach, a hybrid CNN-LSTM architecture is adopted to
simultaneously exploit spatial and temporal characteristics of network traffic. The CNN
layers are used to process packet-level features and learn hierarchical feature representations,
while the LSTM layers analyze the time-dependent sequence of traffic behavior to detect
anomalies.

Each model consists of multiple layers including input, hidden, and output layers. The input
layer accepts the normalized feature vectors. The CNN component contains multiple
convolutional layers with ReLU (Rectified Linear Unit) activation functions, followed by
pooling layers for dimensionality reduction. The LSTM component consists of memory cells
and gating mechanisms to retain relevant time-based context while forgetting irrelevan
details. Dropout layers are included between hidden layers to prevent overfitting. The f]
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fully connected (dense) layers aggregate all learned information, and a softmax output layer
is used for classification into normal or specific attack categories. The architecture is fine-
tuned through experimentation by adjusting hyperparameters such as the number of filters,
kernel sizes, LSTM units, learning rate, and batch size.After architecture design, the model
undergoes training using supervised learning methods. A labeled dataset is divided into
training, validation, and test sets (commonly 70%, 15%, and 15% splits). The training process
involves forward propagation of inputs through the network, calculation of loss using cross-
entropy or mean squared error loss functions, and backpropagation to update weights using
optimization algorithms like Adam or RMSprop. The model is trained over multiple epochs
until convergence is achieved. Techniques like early stopping, learning rate scheduling, and
model checkpointing are used to improve generalization and avoid overfitting. Performance
during training is monitored using metrics such as accuracy, loss, precision, recall, F1-score,
and Area Under the Receiver Operating Characteristic (ROC-AUC) curve.Model evaluation
and testing are conducted using the test dataset. The effectiveness of the IDS model is judged
not just by overall accuracy, but also by its ability to detect minority class instances (i.e., rare
or stealthy attacks). Confusion matrices are generated to visualize true positives, false
positives, true negatives, and false negatives. High precision and recall values indicate that
the model can detect intrusions reliably with few false alarms. F1-score provides a harmonic
mean of precision and recall, useful in imbalanced datasets. Additional evaluations may
include detection latency, throughput, and model robustness under adversarial inputs.
Comparison with baseline machine learning models such as Decision Trees, Random Forest,
Support Vector Machine (SVM), and Gradient Boosting is also conducted to validate the
advantage of deep learning.Once the model is proven to be effective in offline testing, the
next phase involves real-time deployment considerations. In mobile networks, resource
constraints are significant, so model deployment must be optimized. Lightweight models
such as MobileNet, Tiny-YOLO, or pruned versions of CNN-LSTM are considered. These
models can be embedded into edge devices like mobile routers, smartphones, or IoT
gateways for real-time intrusion detection. Alternatively, a distributed IDS architecture is
implemented where lightweight agents perform initial detection and forward suspicious
traffic to a central server for deeper analysis. This reduces bandwidth usage and preserves
computational resources at the edge while still leveraging the power of deep learning.

To further optimize deployment, model compression techniques such as quantization,
pruning, and knowledge distillation are employed. Quantization reduces the precision of
model weights from 32-bit to 16-bit or 8-bit, reducing memory usage. Pruning removes
redundant neurons and weights, shrinking the model size. Knowledge distillation involves
training a smaller “student” model to replicate the behavior of a larger, more complex
“teacher” model. These techniques make it feasible to run deep learning IDS on mobile
hardware without significant loss of performance.Another crucial part of the methodolog
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model updating and retraining. As new attack types emerge and network behaviors evolve,
the IDS must adapt accordingly. A pipeline for periodic retraining is established, where new
labeled traffic data is collected and used to fine-tune or retrain the deep learning model.
Online learning and continual learning methods can also be integrated, allowing the model to
update incrementally without forgetting previously learned knowledge. Feedback from
security analysts and ground truth validation helps refine the labeling process and enhance
model accuracy over time.

Security and privacy aspects are also addressed in the methodology. Deep learning models
are vulnerable to adversarial attacks where subtle perturbations in input data can mislead the
model. To counter this, adversarial training and defensive distillation are employed during
training to make the IDS more resilient. Data privacy is maintained through techniques such
as federated learning, where model training is distributed across multiple nodes without
sharing raw data. This is particularly important in mobile networks involving personal or
sensitive user information. Finally, the overall IDS system is integrated with existing network
management and security infrastructure. Alarms generated by the IDS are logged, visualized
through dashboards, and optionally connected to intrusion prevention systems (IPS) to
automate mitigation actions. Integration with software-defined networking (SDN) controllers
allows dynamic traffic routing and real-time threat response based on IDS outputs. Logging
and audit trails help in forensic analysis, compliance monitoring, and reporting.

Results

Binary Classification

out[48]:

duration protocol type service flag src_bytes dst bytes land wrong_fragment urgent hot num_failed_logins logged in

0 -0.1102499 tep ftp dats SF -DOOFEYE 0004812 -0.014088 -0.0e8456 -0.007738  -0.02007S -0.027023 -0.808262

1 -D.1102492 udp cther EF -DO0O7737 0004819 -0.014020 -0.0e0426 -D.0O772E  -0.02BO7E -0.027022 -0.80E262

2 0102492 tep  privete S0 -DOO7FEZ 0004819 -0.014080 -0.080426 -D.00772E  -0.02B07E -0.027022 -0.80a262

3 010249 tep hitp  SF -0D007723 0002881 -0.0140582 -0.08g456 -0.0OV735  -0.02007S -0.027023 1.225004

4 01102499 tep hitp  SF 0007722 0004314 00140882 -0.0e8456 -0.00V738  -0.020073 -0.027023 1.225004
125968 -0.110249 tcp private 50 -D0O77EZ 0004812 -0.014085 -0.085485 -D.0OV735 -0.O26078 -0.02Z70Z2 0808262
126368 0107178 udp  privste  SF -0.007744 0004523 0014080 -0.0854588 -DOOTY3E -D.O2B07E -0.027022 0808262
125370 -0.110249 tep smtp  SF -0.007382 0004823 -0.014089 -0.0854858 -DOOT735 -D.O26076 -0.02Z70Z2  1.2355804
126971 -0.110249 tep Klogin S0 -D.0O77G2 0004819 -0.014089 -0.0854858 -D.0OOV735 -D.O26076 -0.02Z70z2 0808262
126372 -0.110242 tep ftp dats  SF  -D0O7F3T 0004812 0014088 -0.0854588 -DOOTY3E -0 O2B07S -0.027022  1.235804

Figure 3. Sample of Preprocessed Network Intrusion Detection Dataset

This Figure 3. shows a snapshot of a preprocessed dataset (likely from NSL-KDD or a similar
intrusion detection dataset) where features have been normalized or scaled for use in a
machine learning or deep learning model. The features include both numerical (e.g., duration,
src_bytes, dst_bytes) and categorical (e.g., protocol type, service, flag) attributes relevant
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network traffic analysis. These features are critical for detecting anomalies and classifying
malicious behavior in network-based intrusion detection systems (IDS).

Pie chart distribution of normal and abnormal labels

nommal
rormal mm ahnormal

abnormmal

Figure 4. Pie Chart Showing Distribution of Normal and Abnormal Labels in the Intrusion
Detection Dataset

The above figure presents a pie chart that visualizes the proportional distribution of two
classes—normal and abnormal—in a network intrusion detection dataset. The chart
indicates that:

e 53.46% of the samples in the dataset are labeled as normal, meaning they represent
legitimate, non-malicious network activity.

e 46.54% of the samples are labeled as abmormal, indicating various forms of
malicious or suspicious network traffic.

This relatively balanced distribution suggests that the dataset is suitable for training deep
learning models for binary classification (normal vs. attack), as it avoids extreme class
imbalance which can bias the model toward the majority class. Balanced or near-balanced
datasets typically lead to better generalization and more reliable intrusion detection
performance.
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Multi-class Classification

out[1ea]:

duration protocol_type service flag src_bytes dst bytes land wrong_fragment urgent hot num_failed logins logged_in
0 0110248 tcp fip_dets  SF -D0OVETS 0004815 -0.014082 -0.0858488 -DOO7735  -0.0S6075 -0.027023 -D.80E262
1 010240 udn cther EF -00OTTET  -0.004812 -0.014080 -0.080480 0007735 -0.09607S 0.02702% -0.20@262
2 010249 tco  prvete S0 -000VTE2 0004819 0014080 -0.059488 -0.007725 -0.0265078 -0.027023 -0.s0@262
2 0110248 top hitp SF -00O7723 0002881 0014085 -0.0858458 -DOO773E  -0.0S6075 0027023 1.235504
4 -0.110240 too hitp  EF -D.0O77223  -0.004514 -0.014080 -00Eg458 -0.007735 -0.085075 0.02702%  1.235594
125968 -0.110240 too  prvete S0 -0.0O7TG2 0004818 0014088 -0.055480 -0.007735 -0.096075 0027023 0808262
125969 -0.10717% udp prvete SF 0007744 0004223 0014080 -0.080480 0007735 -0.09607S 0.02702% -0.20@262
125970 -0.110240 too smtp  SF -0.007V3E2 0004822 0014080 -0.055488 -0.007725 -0.0265078 -0.027023  1.235594
125971 -0.110248 too klegin 80 -D0OVTG2 0004818 0014088 -0.055480 0007735 -0.096075 0027023 0808262
125972 -0.110240 top ftp dsts  SF -0.0OVTET  0.004B19 0014088 -0.080480 -0.007735 -0.026075 0.02702%  1.235594

Figure 5. Normalized Feature Representation of Network Traffic Samples in Intrusion
Detection Dataset

The figure 5 displays a preprocessed and normalized network traffic data used for intrusion
detection. This data likely originates from a standard intrusion detection dataset such as NSL-
KDD, UNSW-NBIS5, or a similar source used in machine learning-based cybersecurity
systems.

The columns represent various network traffic features:

e duration: Duration of the connection (normalized).

e protocol type: Network protocol used (e.g., TCP, UDP).

o service: Network service on the destination (e.g., HTTP, FTP, SMTP).

o flag: Status of the connection (e.g., SF - successful, SO - connection attempt).

e src_bytes / dst bytes: Bytes sent from source to destination and vice versa.

e land: A binary feature that checks if the connection is from/to the same host/port.

e wrong_ fragment, urgent: Indicators of unusual fragmentation or urgent packet flags.

e hot, num_failed logins, logged in: Behavioral features indicating potential intrusion
activities like access to sensitive files, failed login attempts, and user login status.

All numerical features have been normalized, likely using Min-Max Scaling or Z-score
normalization. This standardization ensures consistent input values, enabling efficient and
stable training of deep learning models such as CNNs or LSTMs.

This tabular structure serves as input to intrusion detection models, enabling them to learn
patterns of normal vs. abnormal traffic based on these engineered features.
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Figure 6. Pie Chart Showing Distribution of Normal and Attack Types in the Intrusion
Detection Dataset

The figure 6. represents a pie chart that illustrates the categorical distribution of different
traffic types in a network intrusion detection dataset, which is likely from a benchmark
dataset such as NSL-KDD or similar. It classifies network traffic into five main categories:

1. Normal (53.46%) — Represents benign or legitimate traffic that does not pose any
security threat. This is the largest portion of the dataset.

2. DoS — Denial of Service (36.46%) — Refers to attacks intended to make network
resources unavailable to legitimate users by overwhelming them with traffic or
resource requests.

3. R2L — Remote to Local (9.25%) — Involves attackers gaining access to a system from
a remote location and then exploiting vulnerabilities to gain local access.

4. Probe (0.94%) — Represents reconnaissance attacks where an attacker scans the
network to gather information about potential vulnerabilities.

5. U2R — User to Root (very minimal, barely visible slice) — Refers to an attacker who
has local access and attempts to gain root or superuser privileges.
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Multi Layer Perceptron Classifier (Binary Classification)

Epoch 957188

16/16 [==============================] - @5 9ms/step - loss: B.8653 - accuracy: 8.9783 - val_loss: 8.8672 - val_accuracy:
9758

Epoch 25/188

16/16 [==============================] - @5 9ms/step - loss: 8.8542 - accuracy: 8.9787 - val_loss: 2.8571 - val_accuracy:
9759

Epoch 977188

16/1E6 [==============================] - @5 9ms/step - loss: 8.8&35 - accuracy: 8.9786 - val_loss: 2.8578 - val_accuracy:
9753

Epoch 987180

16/16 [==============================] - @5 9ms/step - loss: B.8622 - accuracy: 8.9788 - wval_loss: 2.8572 - val_accuracy:
S7E8

Epoch 997188

16/16 [==============================] - @5 9ms/step - loss: 8.8&4& - accuracy: 8.9782 - wval_loss: @.8&58 - val_accuracy:
9752

Epoch 1@a/188

15/16 [==========s===================] - @5 1lams/step - loss: 28.8538 - accuracy: 2.3785 - wal_loss: 8.8587 - wval_accuracy:

Figure 7.Model Training Output Showing Epoch-Wise Accuracy and Loss for Deep
Learning-Based Intrusion Detection

The figure 7.shows the training log output from a deep learning model—likely a neural
network—trained to detect intrusions in a mobile or general network dataset. It captures
training progress over the last few epochs (Epochs 95-100 out of 100 total), and reports the
following metrics for each epoch:

[ Training Accuracy consistently hovers around 97.85%-97.88%, indicating the model is
performing very well on the training set.

[ Validation Accuracy remains strong at around 97.61%, showing minimal over fitting and
suggesting good generalization.

[J Both training and validation loss values are low (around 0.0638-0.0672), indicating model
convergence and stable performance.

Plot of accuracy vs epoch for train and test dataset
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Figure 8.Accuracy vs Epoch Curve for Train and Test Datasets in Deep Learning-Based
Intrusion Detection
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The graph displays a line plot showing how the training and testing (validation) accuracy of a
deep learning model evolves over 100 epochs. It is a visual representation of the model’s
learning process during training for an intrusion detection system (IDS).

e X-axis (epoch): Represents the number of training cycles (from 0 to 100 epochs).
e Y-axis (accuracy): Shows the model accuracy, ranging from 0.80 to approximately

0.98.

e Blue Line (train): Indicates the accuracy achieved on the training dataset at each
epoch.

e Orange Line (test): Indicates the accuracy achieved on the test/validation dataset at
each epoch.

e The training and test accuracy rise rapidly during the initial 10—15 epochs, indicating
fast learning.

e  After around epoch 20, the accuracy curves start to plateau, suggesting the model is
approaching its maximum performance.

e The test accuracy remains very close to training accuracy throughout, showing no
significant overfitting and strong generalization.

o The final accuracy stabilizes near 97.5%, which is a high-performance result,
especially for binary or multi-class classification in cybersecurity datasets.

Plot of loss vs epoch Tor train and test dataset
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Figure 9.Loss vs Epoch Curve for Train and Test Datasets in Deep Learning-Based Intrusion
Detection

The above line plot illustrates how the loss value changes over 100 epochs during the training
of a deep learning model used for network intrusion detection.

o X-axis (epoch): Represents the number of training iterations (from 0 to 100).

e Y-axis (loss): Represents the loss value (a measure of model error or how far
predictions are from the actual labels).

e Blue Line (train): Indicates the model's loss on the training dataset.
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e At the beginning (epoch 0), both training and test losses are relatively high (above 0.5
for train, around 0.45 for test), reflecting untrained model performance.
e Loss rapidly decreases within the first 20 epochs, showing quick learning and

optimization.

e After epoch 20, the loss continues to decrease gradually and stabilizes below 0.1,
indicating good convergence.
e The close overlap between training and test loss curves shows minimal over fitting,
and suggests that the model generalizes well on unseen data.

Long Short-Term Memory Classifier (Binary Classification)

8324
Epoch 95/188
16/1E [==============================] - 285

16/16 [==============================] - 285

16/16 [==============================] - 285
E6B8

Epoch 98/188

16/16 [===============z=====z=z=======] - 285
7az22

16/16 [==============================] - 285

16/16 [==============================] - 285

2s/step

2s/step

2=/step

2s/step

Zs/step

2s/step

loss:

loss:

loss:

loss:

loss:

loss:

8.2951 - accuracy:

8.2%8% - accuracy:

8.2973 - accuracy:

8.3822 - accuracy:

2.3227 - accuracy:

8.2115 - accuracy:

@.8%35 - wal_loss:

@.868% - wval_loss:

8.8569 - val_loss:

@.8%84 - wval_loss:

8.584% - val_loss:

®.8293 - val_loss:

Figure 10.LSTM Classification with 100 epochs

Plat of accuracy vs epoch for train and test dataset
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Figure 11. Accuracy vs Epoch Plot for Train and Test Datasets Using Deep Learning Model

The figure 11 is a line graph showing how the training and testing accuracy evolve over 100
epochs during the training of a deep learning model, likely for intrusion detection or

classification.
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o X-axis (epoch): Represents the number of training cycles (from 0 to 100).

e Y-axis (accuracy): Shows accuracy values ranging approximately from 0.55 to 0.90.
e Blue Line (train): Accuracy achieved on the training dataset.

e Orange Line (test): Accuracy achieved on the test (validation) dataset.

[J The accuracy starts low (around 55%) and increases sharply within the first 10 epochs,
reaching over 80% quickly.

[ From epoch 10 to 100, both curves fluctuate between ~80% and 89%, indicating the
model has learned but experiences some instability or variance in performance.

[J The train and test curves closely track each other, which means overfitting is minimal, but
some epochs show drops in test accuracy, possibly due to model sensitivity to batch variation
or learning rate issues.

Plat of loss vs epach for train and test dataset
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Figure 12.Loss vs Epoch Plot for Train and Test Datasets Using Deep Learning Model

The figure is a line chart that illustrates the training and testing loss values recorded during
100 epochs of training a deep learning model.

e X-axis (epoch): Number of training iterations (0 to 100).

e Y-axis (loss): Represents the loss function value—a measure of model error.
e Blue Line (train): Training loss per epoch.

e Orange Line (test): Testing/validation loss per epoch.

1. The initial loss is very high (around 0.68-0.7) in both training and test datasets,
indicating a poor initial model.

2. The loss reduces sharply in the early epochs, showing that the model is learning
quickly.
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Auto Encoder Classifier (Binary Classification)

§.,9412

Epoch 95/188
189/189 [=============z=================] - 135 4@ms/step - loss: @8.1843 - accuracy: 8.9148 - val_loss: 8.1846 - val_accuracy:
8.8723

Epoch 95/188

189/189 [==============================] - 15 4ms/step - loss: @.1844 - sccuracy: 8.9132 - val_loss: @.1846 - val_accuracy:
8.8909

Epoch 97/188

189/189 [==============================] - 15 4ms/step - loss: @.1845 - sccuracy: 8.9142 - val_loss: @.1846 - val_accuracy:
B.9291

Epoch 98/188

189/189 [=============z=================] - 135 4@ms/step - loss: @.1844 - accuracy: 8.9119 - val_loss: 8.1846 - val_accuracy:
B.9319

Epoch 99/1e8

189/189 [=============z=================] - 135 4ms/step - loss: @.1843 - accuracy: 8.9135 - wval_loss: 8.1846 - val_accuracy:
§.,94£21

Epoch 10a/128

189/189 [=============z=================] - 135 4@ms/step - loss: @.1843 - accuracy: 8.9156 - wval_loss: 8.1846 - val_accuracy:
8.9227

Figure 13. Auto Encoder Classifier (Binary Classification) with 100 epoch

Plot of loss vs epoch for train and test dataset
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Figure 14. Loss vs Epoch Plot for Train and Test Datasets — Deep Learning Model

This figure 14 presents a line graph illustrating the behavior of the loss function over 100
epochs for both the training and testing datasets during the training of a deep learning-based
model.

1. Initially, training loss is higher than testing loss at epoch 0 (above 0.114), indicating
poor model predictions at the beginning.

2. Within the first 5-10 epochs, both losses drop sharply, signifying rapid learning.

3. From epoch 10 onwards, the loss flattens out and stabilizes around 0.104—0.105 for
both training and testing datasets.

4. The closeness of both curves suggests excellent generalization—the model is not
overfitting and performs consistently on unseen data.
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Plot of accuracy vs epoch for train and test dataset
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Figure 15.Accuracy vs Epoch Plot for Train and Test Datasets Using Deep Learning Model
Linear Support Vector Machine Classifier (Multi-class Classification)

precision recall fl-score support

Dos 095 096 096 11484
Probe 0.86 0.79 0.82 2947
R2L 0.61 0.60 0.60 274
U2R  0.00 0.00 0.00 15
normal 097 098 098 16774

accuracy 0.95 31494
macro avg 0.68 0.67 0.67 31494
weightedavg 095 095 095 31494

Quadratic Support Vector Machine Classifier (Multi-class Classification)

precision recall fl-score support

Dos 096 094 095 11484
Probe 096 0.61 0.74 2947
R2L  0.00 0.00 0.00 274
U2R  0.00 0.00 0.00 15
normal 091 1.00 095 16774

accuracy 0.93 31494
macroavg 0.56 051 0.53 31494
weightedavg 092 093 092 31494
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K-nearest-neighbor Classifier (Multi-class Classification)

precision recall fl-score support

Dos 099 099 099 11484
Probe 0.96

097 096 2947
R2L 092

0.87 0.89 274
U2R 040 0.13 0.20 15

normal 099 099 099 16774
accuracy 0.98 31494
macroavg 0.85 0.79 0.81

31494

weightedavg 098 098 098 31494

Linear Discriminant Analysis Classifier (Multi-class Classification)

precision recall fl-score support

Dos 094 096 095 11484
Probe  0.88 0.73 0.80 2947
R2L 037 089 052 274
U2R  0.03 047 0.06 15
normal  0.97 095 096 16774
accuracy 0.93 31494

macro avg 0.64 0.80 0.66 31494
weightedavg 094 093 094 31494

Quadratic Discriminant Analysis Classifier (Multi-class Classification)

precision recall fl-score support

Dos 099 042 059 11484
Probe 0.97

0.06 0.11 2947
R2L  0.03

1.00 0.06 274
U2R  0.00 0.00 0.00 15

normal  0.50 053 0.51 16774
accuracy 0.45 31494
macro avg 0.50 040 0.26 31494
weighted avg  0.72

045 0.50 31494
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Conclusion

In this study, a deep learning-based approach for intrusion detection in mobile networks has
been proposed, analyzed, and justified through theoretical and architectural frameworks. As
mobile networks continue to evolve in complexity, scale, and application — particularly with
the rise of 5G, 10T, and decentralized architectures — the traditional security mechanisms
have become increasingly inadequate in detecting sophisticated, dynamic, and stealthy cyber
threats. This research underscores the importance of leveraging deep learning techniques to
enhance the effectiveness of Intrusion Detection Systems (IDS), offering adaptability,
automation, and improved detection performance. deep learning stands out as a
transformative solution for intrusion detection in mobile networks. Deep learning models
such as CNNs, LSTMs, and hybrid CNN-LSTM architectures have demonstrated strong
capabilities in identifying both known and unknown intrusions by automatically learning
deep representations from raw traffic data. Unlike traditional machine learning methods that
rely heavily on manual feature engineering and static rule sets, deep learning enables end-to-
end learning, which is particularly useful in mobile environments characterized by high
variability and limited resources. The ability to learn temporal and spatial patterns makes
these models well-suited for real-time and sequential data analysis in mobile ad hoc networks
(MANETSs), wireless sensor networks (WSNs), and next-generation mobile
infrastructures. While challenges such as computational complexity, model interpretability,
and the need for high-quality labeled datasets remain, ongoing advancements in model
compression, explainable Al, and federated learning are addressing these concerns. Future
research may focus on developing adaptive, distributed, and collaborative deep learning
models that operate securely across heterogeneous mobile ecosystems. The insights and
framework presented in this work pave the way for building intelligent, resilient, and future-
ready IDS solutions that can effectively safeguard mobile networks against evolving cyber
threats
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