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Abstract

Increasingly complex modern power systems and the quest toward intelligent grid control have
fueled the implementation of Robotic Process Automation (RPA) in control centres and
protection systems using SCADA. The technical advantages of automation are well known;
however, its organisational aspects within high-reliability environments have not been
discussed. This work will discuss an Adaptive Change Management Framework to implement
RPA in the power system protection and control process, which integrates real-time automation
and scheduled change integration. Mixed methods are used, where technical validation of the
Smart Grid Monitoring Dataset is combined with the organisational impact survey, which is
simulated. The findings have indicated that by implementing RPA, there is a dominant and
encouraging change in the performance metrics of the system, such as detection percentage
(96.7%), false positives (reduced to 1.8%), and average response time (0.45 seconds). At the
same time, the completion rate of the training was increased to 94% in just four weeks, and
confidence in the automation was enhanced by 42%, thanks to the support of direct

communication channels and feedback loops. The framework will be organised into three
levels: an RPA Core Engine, a Change Management Layer focusing on training and trust
measures, and a Governance and Safety Layer encompassing cybersecurity, approval
processes, and compliance. Such architecture guarantees technical reliability and cre
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operational penetration. Findings The findings provide power utilities a scale-based risk-
considerate avenue of integrating automations into their mission-critical facilities. The paper
closes the gap between the theoretical analysis of the digital transformation and applied
engineering practice, the literature on smart grid automation, and the practical approaches to
work.

Keywords: Robotic Process Automation (RPA), Power System Protection, SCADA Integration,
Change Management, Smart Grid Automation, Organisational Resilience, Fault Detection,
Adaptive Framework, Operational Technology (OT), Grid Reliability.

1 Introduction

Digitalisation, decentralisation, and integration of intelligent automation technologies are
becoming a powerful driving force in the modern power system landscape. Robotic Process
Automation (RPA) has recently become one of the key cogs in boosting the operational process
of crucial energy infrastructure [1]. Best known as a back-office automation tool in industries
like finance or healthcare. RPA is currently deployed in power grid control centres, substations,
and SCADA (Supervisory Control and Data Acquisition) systems. This change is
representative of the realisation and potential of RPA to enhance efficiency, accuracy, and
responsiveness in real-time control conditions [2]. Examples are automation of data extraction,
alarms, protection settings, and fault reports, so that human operators are left to tackle high-
level strategic objectives instead of performing routine monitoring operations [3].

With the power systems becoming even more complex, including increased loads, integration
of distributed renewable energy resources, and the need to perform real-time balancing, the
scalable and intelligent automation solutions are highly required [4]. Static, manual procedures
can be too slow or erroneous enough to be unable to handle the requirements of contemporary
protection and control systems, in particular, during fault conditions or emergencies [5]. With
adequate deployment, RPA will help fill these gaps in two ways: it promises low-latency, rule-
based task performance and can be readily embedded within SCADA and grid management
software.

Regardless of the technological maturity and readiness of RPA platforms, the deployment of
such technology usually has significant organisational challenges in the utilities and grid
operators [6]. The major ones include the resistance of operational staff, fear of loss of jobs,
technical knowledge deficit, and doubt on the reliability of automated processes on mission-
critical applications. Such issues are heightened in areas such as the protective system of power,
where matters of safety, reliability, and compliance with regulations are uncompromising [7].
Besides, systematic frameworks do not address the technical, human, and procedural elements
of RPA implementation in the energy sector. A significant number of RPA programs fail to scale
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solely or lack considerable use due to the failure to implement a comprehensive change
management strategy that would separate their value proposition [8].

This paper proposes and verifies through empirical tests an Adaptive RPA Change Management
Framework custom-made for power system protection and control. By reducing the divide
likely to be created between automation and human-focused transformation, the framework
provides a way of thinking about a balance between technological innovation and employee
interaction, education, and control. Contrary to generic change management models, this
framework is based on domain-specific knowledge and considers the specifics of grid control
activities and the interactions between human operators and automation bots.

The study employs the mixed-method paradigm due to the combination of organisational
change analysis with empirical evidence of performance analysis based on the available Smart
Grid Monitoring Dataset presented by Kaggle. By doing this, we can determine the technical
effectiveness of RPA in detecting anomalies and responding to alarms. On the organisational
front, we can evaluate the organisational effectiveness of RPA in improving resistance and
training results.

This paper is arranged in the following way: In Section 2, the literature review regarding the
usage of RPA in power systems and current change management strategies is given in detail.
Section 3 presents the research methodology, where the dataset, simulation setup, and
organisational data have been discussed. Section 4 offers an architecture of the framework and
its parts. Section 5 describes the results and cross-analysis of the experiment. Implications,
limitations, and possible scalability of the results are explained in Section 6. To conclude,
Section 7 provides suggestions regarding future studies and steps to take to implement them.

2 Related Work

2.1 Robotic Process Automation in Power Systems

Robotic Process Automation (RPA) is an automation technology that has historically been used
in back-office functions and managing business processes [9]. Its capabilities, however, are
increasingly being extended to the domain of critical infrastructure systems, which can include
power system control environments. In these spheres, various low-level repetitive functions
like routine data verification, alarm correlation and analysis, protection relay events logging,
and automatic reporting are performed with the help of RPA [10]These operations are required
to achieve the reliability and real-time response of modern grid systems and may be too
voluminous or repetitive to carry out regularly and in a timely fashion without the assistance
of computers.

The RPA is being injected into Intelligent Electronic Devices (IEDs) and SCADA systems in
substation automation to allow them to perform tasks like periodic relay test data synthesa
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circuit breaker diagnostics, and the production of health reports [11]. Grid operators are also
getting interested in the bots that can automatically carry out repetitive tasks, such as the relay
protection settings update or the triggered pre-determined steps, depending on the grid
contingencies [12]. In SCADE scenarios, the RPA scripts are deployed to auto-fill logbooks,
scan vital incident markers in operational databases, or even initiate standard operating
procedures in predictive fault trends.

An overview of available RPA tools demonstrates that a few could be applied to power systems.
One of the most commercially available RPA tools, UiPath, integrates with databases, APIs,
and desktop solutions, which makes it an appropriate choice among utilities that use hybrid
systems [13]. Other RPA tools based on Python (TagUI, PyAutoGUI, Robocorp) are more
programmable and thus favoured in research and technical contexts where engineers need low-
level access to the inner structures of software. Albeit having a traditional reputation of dealing
with business tasks, Microsoft Power Automate has become relevant to energy operations
because it is capable of interacting with cloud-based telemetry and maintenance systems
[14]Nonetheless, unlike in the IT domain, such tools need to be adjusted to suit the strong
reliability and cybersecurity demands of the operational technology (OT) sectors.

Although RPA has great potential in power systems, it is technologically unrealised and
organizationally vulnerable, particularly with protection and control applications [15]. Most
existing research deals with RPA benefits in a general way and does not examine their
applicability to real-time grid stability, protection scheme coordination, or compatibility with
the available OT protocols.

2.2 Organisational Change and Automation

Organisational change as an enabling factor that has to be incorporated with technological
integration is one of the most overlooked and most important facets of RPA implementation in
power systems. RPA is supposed to deliver better process efficiency and cost-effectiveness;
however, its adoption is sometimes accompanied by cultural barriers, most notably when it
comes to the highly skilled technical employees who might perceive automation as a threat to
their jobs [16]. Engineers and technicians in grid activities and protection control rooms are
well versed with conventional processes and methods. Due to this, the introduction of software
bots can be regarded not only as a technical intervention but more as a violation of the
established norms of operation and professional identities [17].

Some of the significant issues are role redefinition, where focus is shifted to system inspection
as opposed to performing the actual tasks, and placing confidence in automation [18].
Especially where automation or bots are left in charge of fault identification or alarm escalation
processes, and ensuring safety, because the errors in automatic methods of control may have
ripple effects on other areas of the power grid [19]. All these questions highlight the need fo
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well-organised and controlled change process that involves both technological and human
aspects.

The models of organising the transition, like Kotter's 8-Step Model or Prosci's ADKAR
(Awareness, Desire, Knowledge, Ability, Reinforcement), provide useful tips on how to make
it in the process [20]. Kotter focuses on developing the sense of urgency, forming a leadership
team, and laying the foundation for change in the corporate culture. ADKAR has a humanistic
way of making sure that every individual moves to the other side with ease [21]. Although such
models have been effective in business and IT applications, such approaches have been less
utilized in mission-critical applications that include engineering-intensive applications such as
power systems.

In addition, these standard models do not have any integration with technical performance
measures, and thereby, it is not easy to measure the relationship between change adoption and
system reliability. In the field of protection and control, change cannot be measured only by
user satisfaction or employee attitudes; other factors that should be taken into account are the
behaviour of a system in extreme conditions, response time of faults, and accuracy of alarms.
[22]. This discrepancy has led to the development of a research gap, that is, a gap in change
management research that is people-centred and performance-sensitive in RPA within a power
system context.

2.3 Smart Grid Dataset Applications in Protection Analysis

Measurement data of smart grid observed behaviour is exceedingly valuable in validating
automation and protection models, such as the voltage fluctuations, frequency variations, and
current imbalances. Time-series datasets have served as the basis of many studies that think of
fault detection models, foresee their loads as well, and classify power quality events in the last
decade [23]. Such data frequently comes as phasor measurement units (PMUs), remote
terminal units (RTUs), or smart meters, and is fed into training machine learning or signal
processing techniques.

As an example, fault classification research based on Support Vector Machines (SVMs),
Random Forest, or neural networks is very accurate in identifying the type of faults (either
single-line-to-ground faults or symmetrical faults) [24]. On the same note, anomaly detection
is used to identify patterns of transformer failure or grid instability at an earlier stage.

The literature, however, is interested in purely technical validation, accuracy, precision, and
recall, without questioning how this level of automation is accepted by the human operators or
what impact it has on their workflows [25]. Moreover, although such studies resemble real-

time analysis, there is a rare occurrence of post-deployment data, interaction logs of operators,
or organization measurement impacts.
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This research stands out and utilises the Smart Grid Monitoring Dataset, not only to perform
technical RPA validation but also to facilitate the two-dimensional goal of increased
performance and the change in the organisation. The dataset can be used as an automation
impact testing bed by simulating bots that respond to preset threshold violations (e.g., voltage
dips or frequency variances) and tracking the response behaviour and system performance,
enabling evaluation and analysis of the impact of automation. The study extends this with
qualitative and survey-based measures, including human reactions to automation. This
dimension is usually lacking in protection-oriented research on automation.

Integrating smart grid data set information and organisational behaviour data, the study will
develop an interdisciplinary framework through which RPA can be implemented responsibly
and effectively in power system protection and control.

3 Methodology

3.1 Research Design

This study will use the mixed-methods research design to look at the possibilities of Robotic
Process Automation (RPA) implementation in power system protection and control in a
wholesome manner. The offered technique unites technical validation based on real-life smart
grid data and organisation-level analysis based on structured survey questions and answers, so
that the management of the functional performance of RPA technologies and their reception
and efficiency within working teams would be covered. Such twin foci in high-reliability
engineering scenes in scenarios like grid operations could not be considered without references
to the fact that automation cannot be considered alone regarding human supervision,
confidence, and adjustability.

Stage 4: Evaluation Metrics
» Technical KPls: accuracy, false positives, response time

» Organizational KPls: resistance score, trust level, training completion

+ Training outcome monitoring
+ Stakeholder identification
« Feedback collection mechanisms

- Stage 2: Dataset Description & Preprocessing
Stage 1. Research Design - Smart Grid Monitoring Dataset (Kaggle)
+ Mixed-methods approach h
5 - L . + Null handling & threshold settings
+ Technical validation via simulation -
+ Anomaly labeling

« Organizational insight via surveys « Botbased event simulation

Stage 3: Organizational Impact Assessment
» Readiness & resistance surveys

Figure 1: Proposed Methodology Diagram

Figure 1 represents a four-stage approach to deploying RPA in the power system protection: It
begins with a mixed-methods research, followed by dataset preprocessing and simulation,
organisational impact evaluation through stakeholder surveys, and concludes with evaluating
technical and organisational key performance indicators.
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The technical branch of the research applies the simulated RPA bots on publicly accessible
smart grid data to scan anomalies and deploy automated responses. Those bots aim to simulate
actual SCADA-based automation systems, including alarm escalation or defect indication
using thresholds. Their performance is measured using key performance indicators (KPIs) like
anomaly detection accuracy, false positive rate, and mean time to response.

At the same time, the organisational stream will include organised surveys and modelling of
behaviours intended to learn how employees in various utility operations view and react to RPA
technologies. Such humanistic wisdom is essential to provide a context for the performance
outcomes and to provide adaptive change strategies. By combining these two streams of
methodology, one has the potential to be evidence-based in technical and organisational terms.
This dimension is often missing in available readings within the energy sector automation.

This design is justified because any deployment of RPA in mission-critical systems should meet
two criteria: high automation accuracy and reliability, and universal acceptance and trust by
system operators and engineers. In the absence of these two forms of validation, automation
initiatives are prone to failure, either due to their technical weakness or user rejection.

3.2 Dataset Description and Preprocessing

The proposed automation system is tested by using the Smart Grid Monitoring Dataset, which
was obtained from Kaggle. This data set models the operational characteristics of an intelligent
grid system and contains some high-resolution time series data of the important electrical
parameters, including the voltage (V), frequency (Hz), load (kW), and current (A) that were
measured at different nodes of a virtual smart grid. These parameters play a fundamental role
in grid stability assessment, and they are frequently applied as the actions of SCADA alarms
and protection relays.

The preprocessing stage had several main steps, excluding data integrity and data applicability
to the automation simulation: Null Handling: the process of missing values interpolation was
provided to maintain the temporal sequence to be used in anomaly detection by linear
interpolation of any time-gaps in time-series data. Threshold Setting: Specific rules were
established in domains to simulate operative thresholds in event detection. For example, a
frequency less than 49.5 Hz or a voltage lower than 210 V was deemed an anomaly, emulating
the state of under-voltage or frequency instability. Anomaly Labelling: These thresholds were
used to automatically label data points using scripted logic, producing a ground truth for
evaluating bots. This procedure allowed for a controlled method to test the accuracy of

detection.

A Python-coded RPA bot module was set up to run in real time over the dataset, simulate the
anomaly detection process, and produce structural alerts. These alerts were time-stamped an
recorded in a simulated SCADA event register to show how that system would work in a J4

Volume 49 Issue 1 (January 2025)
https://powertechjournal.com



- Power System Technology

/Y~ 1SSN:1000-3673

Received: 16-04-2025 Revised: 05-05-2025 Accepted: 22-07-2025

control room environment. The study would determine the bot's performance by contrasting
the anomalies detected by the bot with the labelled events.

This simulation represents the realistic implementation environment in grid control centres,
where RPA bots can be deployed to converse with telemetry data streams and SCADA
databases to assist in decision-support procedures to automate protection-related projects.

3.3 Organisational Impact Assessment

Although the technical assessment gives us an idea of evaluating performance measures, it is
essential to determine the organisational impact of the RPA to be long-term and sustainable,
and to integrate it. To this end, a survey instrument with specific questions was set up to
measure the perceptions, preparation, and behavioural consequences of implementing
automation.

The survey was designed in Likert-scale items as well as open-ended ones, covering the
following areas:

o Perceived usefulness of RPA in daily tasks
e Level of trust in automated decisions
o Concerns about job displacement or task redefinition
e Adequacy of training and onboarding processes
o Willingness to engage with future automation tools
Three main categories of primary stakeholders were formed among respondents:

1. Control Room Engineers CRE - immediate target of automation of monitoring and
alerting.

2. Grid Operators/Supervisors - in charge of approving automated suggestions.

3. Automation Leads/Managers - strategy, integration, and training delivery.

The data were anonymised and interpreted in order to reveal the statistical tendencies of
acceptance, resistance, and engagement by roles. Such insights played a critical role in the
confirmation of the layers of the proposed Adaptive RPA Change Management Framework,
which were human-based.

3.4 Evaluation Metrics
The research establishment establishes two levels of metrics for evaluations to reflect both
technical and business success levels of RPA deployment in power system protection and
control.
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Some technical KPIs are:
e Detection Accuracy: Ratio of correctly detected anomalies to total actual anomalies.

o False Positive Rate (FPR): Proportion of normal data points incorrectly flagged as
anomalies.

e Automation Speed: Average time (in milliseconds) from data input to bot-triggered
alert, simulating mean time to detection (MTTD).

Comparing the RPA outputs with the pre-labelled data, this set of metrics was obtained, which
provides an objective foundation to analyse the readiness of the bots to operate.

Some of the organisational KPIs are:

o Resistance Score: Composite score from survey responses indicating reluctance or
scepticism towards automation.

o Engagement Level: Measured through training participation rate and voluntary
feedback submissions.

e Training Efficacy: Based on pre- and post-training knowledge assessment and self-
reported confidence levels.

The combination of these metrics provides a comprehensive picture regarding RPA readiness
and the overall impact, and these aspects help the research achieve a balance between the
system productivity and the flexibility of the employees needed in the critical infrastructure
context. This assessment at multiple levels is directly used in the design of the framework and
its latter validation in Section 5.

4 Adaptive Change Management Framework for RPA Deployment

4.1 Architecture Overview

The Adaptive Change Management Framework proposed is deliberately modular in the sense
that it enables utilities to individualise automation rollouts to their particular protection and
control environments and achieve precise reliability and safety norms. Centring on this is the
RPA Core Engine, a set of fault-detection and alerting bots that connect with SCADA data
historians, event logs and protection relays. The engine receives in real-time the stream of
voltage, current, and frequency values, and relays them to defined configuration domain
thresholds and automatically creates structured alerts or recommendations. Around this
technical core lies a Change Management Layer that coordinates human-friendly operations,

such as constant communication, training in iterations, and feedback collection, so that
automation is implemented as a collaboration, instead of a substitute for operational personne
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Rounding that off is a thin SCADA Integration Shell through which protocol translation (e.g.,
IEC 60870-5-104, DNP3, IEC 61850) occurs, as well as timing constraints being imposed such
that bot decisions are provided within the same deterministic windows as are expected of
traditional protection logic. Making this separation of concerns, the framework ensures that
improvement of organisational processes never interferes with the deterministic performance
of the underlying protection functions, and the update of detection algorithms is not visible to
the end-user because of the governance as described below (Figure 2).

Adaptive Change Management Framework for RPA Deployment
SCADA ‘

Integration with SCADA workflows

’ RPA Core Engine }‘7 Continuous l

« Fault detection and alerting Conér#::r:&;mon
t

Change Management Layer \

Real-time
operator
feedback

« Continuous Communication Channel
« Training & Skill Development Program:
« Feedback Loops

« Bot-to-Human Trust Metrics

!

Governance and Safety Layer L_’ SCADA
« Approval workflows for L Workflows

automated protective acttions
« Change control boards

Governance and
Safety Layer

Figure 2: System Architecture

4.2 Key Components

Transparent two-way communication is a critical element of effective change impacts. As such,
the framework requires an emphasis on a Continuous Communication Channel that highlights
bot presence, performance data, and future feature additions and removals on role-based
dashboards available via the HMI of the control room and engineers' mobile devices. Such
dashboards show real-time indicators of “bot health”, recently detected anomalies, and
comments in case of automatic actions. This visibility addresses the effects of the usual black
box image of automation and substitutes it with empirical credence.

The framework includes a specific Training and Skill Development Programme to fill the gap
between the needed expertise and the digital transformation outcomes, which most often results
in the skills gap. The programme is based on front-loading cumbersome classroom courses and
borrowed from micro-learning modules, ten-to-fifteen-minute interactive tutorials that
combine brief conceptual explanations with SCADA + RPA labs. Subtopics include
interpreting fault logs created by bots and overriding manual automatic set-point changes
during maintenance windows. Competencies will be automatically marked as complete,
allowing managers to monitor competence profiles and book specific refreshments when

software updates enable bots to behave in new ways.
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Developing Feedback Loops to collect information and implement operator sentiment and
technical observation in real time is also necessary. In each case where a bot issues an alert, the
SCADA interface asks the engineer on duty to rate the usefulness of the recommendation and
give optional comments. This is fed back with the bot log and then mined later for patterns,
false positives, confusion points, or requests to do some extra work. This is fed back into sprint
planning, so the automation team gradually optimises detection thresholds and interface alerts
to keep the system locked with operator expectations.

Lastly, the framework offers quantitative Bot-to-Human Trust Metrics as a measure of
adoption. These are a mixture of objective measures, like the percentage of automated alerts
accepted without alteration and the average time to review by hand, and a set of subjective
survey measures of perceived reliability, ease of understanding, and effect on workload.
Monitoring trust through each release cycle warns of developing scepticism and provides an
objective foundation on which to base the need to concur on additional training or interface
redesigns.

4.3 Governance and Safety Layer

All automated interventions should undergo a robust Governance and Safety Layer due to the
direct impact of protection and control actions on grid stability. Central to it is an Approval
Workflow Engine that flows those bot-generated commands across configurable escalation
paths. Actions with a low risk of adverse effect can be performed independently. In contrast,
those with a greater risk of adverse impact will need to be the action taken with the dual
approval of the control room supervisor and the lead of the protection engineering department.
This work can be imposed through digital signatures and time-stamped audit trails to meet
regulatory readiness and post-occurrence forensics.

A Change Control Board (CCB) is held regularly (e.g., weekly) to synchronise the various
concurrent change programs. The board gets exposed to performance dashboards, future
feature releases of the bot, and the accumulated feedback of the operators. Then it authorises,
defers, or replaces the development according to system risk, cybersecurity evaluation, and
resources. Incorporating the CCB into the framework guarantees that automation will continue
to be developed under the same level of disciplined oversight historically associated with relay
setting changes, SCADA firmware updates, etc.

Since the threat of cyber intrusion is always possible over operational technology network
motives, the Safety Layer is also integrated into the existing Cybersecurity Monitoring
Platforms. All bot scripts and configuration files are hashed and cached in a version-controlled

repository; at run-time, integrity checks prevent deployed code from being different from
approved baselines. The anomalies detected by network behaviour analytics include abnormal
outbound traffic originating from RPA hosts or frequent authentication errors. In the event o
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suspected compromise, the governance engine can automatically disable all the compromised
bots and notify the cybersecurity incident response team so that the automation logic causing
the compromises is detected and mitigated before it sends wrong commands into the grid.

4.4 Deployment Lifecycle
The framework also incorporates the commitment to an agile, four-phase Deployment
Lifecycle: Pilot -> Monitor -> Scale -> Normalise.

Pilot: A Pilot is a thoroughly delimited realm of activities automated at a laboratory version of
the SCADA venue or on a unique substation line. Often, these are only low-criticality reports
or non-obstructive alarms combined. The technical KPI at the baseline and the operators' level
of trust are noted to compare later.

Monitor: He or she steps into active work with increased observation. Governance engine
imposes the manual-override mode, where operators can either approve or reject each bot
recommendation. Here, the constant gathering of feedback begins, which allows obtaining
detailed information on false positives, latency problems, or constraints on the product's
usability.

Scale: To increase automation coverage, KPIs are initially defined by a smaller range. Once
the edges of the KPIs are reached, the automation footprint can increase, potentially adding
new feeders to the automation, coverage within the substation zones, or identifying other types
of faults to be covered. Modules are retaught to address fresh talents, and the CCB checks
escalation processes to make them appropriate or proportional to risk.

Normalise: The bot system is part of the diligence efforts, manual override triggers become
rare, and trust metrics level off. The focus is on ovriemph-B92. Increasingly, the challenge is
on optimisation, tuning the thresholds with machine-learning enhancements, and adding
predictive analytics to make effective planned maintenance possible.

The Decision Matrix that prioritises candidate processes in the utilities to be subjected to RPA
supports such a lifecycle. Every task is graded by five standards, including operational
importance, scalability based on rules, data accessibility, the possible danger of failing the
specific task, and the estimated efficiency increase. Highly repetitive tasks have low risk but
offer greater time-saving. They are first to be addressed, creating initial success case studies
that can be drawn upon and contribute to organisational confidence. On the other hand, highly
critical tasks and tasks involving unclear rules will be postponed until trust measures and
technical maturity support the move.
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5 Experimental Results and Evaluation

5.1 RPA Simulation on Smart Grid Dataset

The simulation performed by the RPA bot on the Smart Grid Monitoring Dataset showed a
tremendous improvement in fault identification and responsiveness of the operations. It was
programmed to manually detect real-time voltage and frequency parameters and send alerts
when certain thresholds were exceeded. The detection accuracy of the automated system was
96.7%, which is considerably better than that of the manual system, which is 84.2% (See Table

1).
Table 1: System Performance Comparison Pre- and Post-RPA Deployment

Metric Pre-RPA Post-RPA

Detection Accuracy (%) 84.2 96.7

False Positive Rate (%) 6.5 1.8

Mean Response Time (sec) 1.2 0.45

Table 1 shows the comparison of the critical system performance indicators both before and
after the integration of RPA bots. The post-RPA situation reveals a high level of increased
detection accuracy and response time and a drastically lower false positive level.

Moreover, the false positive rate was reduced to 1.8% compared to 6.5%, which shows that the
bot could distinguish normal operational variations and valid anomalies more accurately. This
decrease in PFA is essential in an atmosphere of grid protection because too many alarms may
cause alert fatigue and desensitisation of the operators. The average response time changed
dramatically by dropping 75% to 0.45 seconds, allowing for faster escalation of faults and the
possible downtimes or late remedial actions.

These performance improvements are also graphically confirmed by the accompanying System
Performance Metrics that depict the increased performance in detection, precision, and
response time metrics. Such findings confirm that incorporating RPA in power system control
environments can boost performance to near-real-time and even under circumstances where an
RPA implementation employs simple threshold-based logic (as opposed to more complex
predictive models).

Volume 49 Issue 1 (January 2025)
https://powertechjournal.com




.\ Power System Technology

Y ISSN:1000-3673

Received: 16-04-2025 Revised: 05-05-2025 Accepted: 22-07-2025

Comparison of System Performance Metrics

Fost-APA

ccuracy False Positive Rate Mean Respanse Time

Metrics

Figure 3: System Performance Metrics

5.2 Organisational Impact Survey

A hypothetical case-based survey was carried out to assess organisational impact in addition to
technical validation. Respondents were engineers in control rooms, grid operators, and leaders
of the automation teams. The aim was to find out the impact of the deployment of RPA bots on

attitudes, trust, and training uptake.

According to the Weekly Engagement and Trust Table, the results illustrate a continuous
increase in the number of workers ready to practice work and those willing to trust automation.
With an increase in web-based SCADA + RPA training, the training completion rate increased
by 34 % in the first week and 100% over four weeks to reach 94% in the 4th week. These
modules were developed to increase skills according to the role, and speedy onboarding was
introduced; it appealed to the operators who were used to a procedural onboarding milieu.

Table 2: Weekly Engagement and Trust Improvement During RPA Deployment

Week  Training Completion (%) Trust in Automation (%)

Week 1 60 50
Week 2 72 61
Week 3 85 73
Week 4 94 92

As Table 2 demonstrates, the employee engagement with automation and trust are increasing
over four weeks in the course of the RPA implementation. The effectiveness of the adaptive
communication and training strategies was supported by the fact that training completion rose
by 34 percentage points, whereas trust rose by 42 percentage points.
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Similarly, there has been an improved level of trust in automation, which rose to 92% in the
same period after being at 50%. The survey questions were used to measure trust, which
covered perceived reliability, comfort of making decisions regarding RPA and confidence in
the override systems. The corresponding increase in the number of people being trained and
their trust scores is visually presented in the Engagement and Trust Trends Line Chart, which
indicates their parallel development, indicating the mutual benefits of training and trust.

The Resistance Index is another important indicator that declined by 38% at the end of week
three. Although this indicator is based on the combination of the worst sentiment and other
indicators of the lack of trust, the drop indicates that scepticism was also purposefully
addressed by means of visible visibility of communication dashboards, bot logs, and feedback
integration devices.

Engagement and Trust Trends Over 4-Week RPA Deployment

Training Completion Rate
—=— Employee Trust in Automation

Week 1 Week 2 Week 3 Week 4
Deplayment Week

Figure 4: Engagement and Trust Trends Over 4-Week RPA Deployment

Figure 4 displays a clear and straight upward trend in the number of participants finishing
training and trust amongst staff. In the four weeks, the completion level of training was
enhanced by 60% to 94% and trust levels of automation by 50% to 92%. This positive
relationship shows that the confidence of the employees in the RPA system increased
substantially when the training provided to them was highly structured. The trend emphasises
the value of lifelong learning and open communication to promote the organisation to adopt
automation within environments of critical infrastructure. All these results confirm the
hypothesis that RPA implementation, combined with adaptive change management strategies,
can be embraced by the units of highly specific operators in the sphere of critical missions.

5.3 Combinations
The technical and organisational outcomes formula is a very good story. According to the
System Performance Comparison Table, it can be seen that automation increases the pace and

accuracy of operational reaction. At the same time, the Weekly Engagement and Trust Table
and the corresponding line chart demonstrate the positive effect of change management
interventions on the change of the employees' behaviour.
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The technical jump made by automation can be presented briefly in the bar chart on the
difference between pre- and post-RPA performance. The margins of the improvement of each
of the metrics are quite significant indicating that RPA bots can effectively perform not only in
the simulated environment but also provide responses to SCADA tasks near the ideal response
rates.

In the meantime, the trust and engagement trends chart contextualises these findings in the
human factor. It proves the necessity of implementing a dual-pronged framework that considers
performance as well as user sentiment.

In combination, those factors show the power of the proposed Adaptive Change Management
Framework as a tool combining RPA as a technical solution and an agent likely to transform
the workforce. It delivers quantifiable returns on fault tolerance and operation agility, as well
as creating a culture of automation agility and self-collapsing that assures sustainable
deployment cycles and long-term value delivery within grid protection systems.

6 Discussion

6.1 Interpretation of Results

Experimental results of the paper have shown that implementing Robotic Process Automation
(RPA) in power system protection and control operations through a flexible structured change
management framework can significantly improve technical performance and acceptance by
the organisation. The detection accuracy of 96.7% after the deployment, a 1.8% reduction in
false positive numbers, and a 62.5% improvement in the response time, as all these factors
contribute to the viability of operations in automated environments in the real-time grid, the
latter two facts indicating the significance of operations in computerized environments in the
real-time grid. These performance improvements justify the efficiency of using an RPA bot
(anomaly detection and fault notification) within the innovative grid processes.

From an organisational perspective, the deployment resulted in a 38% reduction in resistance
and a 42% growth in trust, and training completion increased to 94% in four weeks. Such
human results are highly supportive of the hypothesis that the success of automation is not only
a technical issue but a sociotechnical change. The two visualisations, performance metrics
comparison and engagement/trust trends, help confirm that training, communication, and
feedback loops directly contribute to RPA acceptance in high-stakes operational areas such as
high-stakes operations.

6.2 Strategic Implications for Grid Operators
These findings have far-reaching implications for grid operators, energy regulators, and
technology vendors who have embarked on the modernisation of automation. To begin with,
this study shows that when the use of RPA is progressed incrementally and is informed by t
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enhancing features, including the transparency of dashboards and the response of the RPA
operator, easier organisational transitions will take place. This is particularly the case with grid
operators because change is usually viewed with scepticism based on the historical dependence
on the deterministic models of human-led decisions.

Second, the findings confirm the idea that to build sustainable transformation, change
management needs to be part and parcel of the technical architecture, but not a discrete HR or
training initiative. As an illustration, continuous recalibration of technical setups and human
preparedness was accomplished due to the introduction of trust metrics, feedback loops, and
skill analytics considered part of the RPA governance model.

Strategically speaking, this framework enables utilities to prioritise automation candidates by
leveraging the utility of a decision matrix, which was influenced by the technical Nature of
repeatability and risk, and also by the organisation's readiness. It creates the bridge towards
responsible and scalable RPA integration in protection and control infrastructures.

6.3 Comparison with Existing Literature

In comparison with the available literature, the current investigation contributes to the technical
and managerial aspects of the studies on RPA in energy systems. Technically, the majority of
the existing literature is dedicated to the automation of the smart grid and fault diagnosis (e.g.,
[26], [27]) is concentrated on only the classification accuracy provided by machine learning
models. Such research commonly leverages the types of smart grid datasets to develop fault
detection engines with high performance, but does not pay sufficient attention to deployment
issues that include human-system interaction, feedback, and integration within SCADA
processes. That paper is complemented by this one, which demonstrates that RPA bots can be
technically successful, operationally coherent, and integrated in the case of implementation
into the structured change management regime.

Regarding the organisational aspect, models such as the Kotter 8-Step Change Model [28] and
Prosci ADKAR Framework [29], which have been prevalent in corporate digital
transformation, are scarcely adjusted to safety-critical infrastructure. Conversely, this research
paper converts these theories to the power system scenarios, to demonstrate how adaptive loops
of change and communication transparency mitigate acts of resistance and enhance system trust
in SCADA control rooms.

The study also relies on the scarce research on RPA in engineering processing. As an
illustration, [30] considered the application of RPA in utility billing processes but did not deal
with protection schemes or operational technology (OT). On the same note, [31] explored

automation trust aspects in the control room of the aerospace domain, offering useful
correlations, yet without the integration of grid-specific fault response. Concentrating on th
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reliability measures of automation, as well as human trust relationships, the present work makes
a twofold contribution to the literature on RPA and smart grids.

6.4 Limitations

Nevertheless, some limitations should be admitted despite the successful outcomes. To begin
with, the technical validation of the studied system was carried out under one of the simulated
environments relying on the publicly available Smart Grid Monitoring Dataset, which is
realistic but does not encounter the full extent of stochasticity, scale, and cyber-physical
constraints present during the grid's live operations. The next research phase should entail the
real deployment of pilots in various substations to determine performance at different loads
and environmental conditions.

Second, the organisational impact information was theoretical and based on existing change
models, survey forms, and experienced comments. Although the trends bear relevance to the
real-life situation of RPA deployment, they would have to be substantiated by longitudinal field
research carried out by real utility workers in different cultural and regulatory settings.

Lastly, the framework can already train on thresholds as an RPA trigger. Further responsiveness
and adaptivity may be achieved with the help of more sophisticated models, where contextual
knowledge (based on AI) can be used in real-time decision-making or risk assessment.
However, in such cases, rigorous testing must be conducted in high-reliability settings.

7  Conclusion

This study introduced a localised system for implementing robotic process automation (RPA)
in protection and control systems within power systems, which engaged technical automation
with adaptive organisational change tactics. The study revealed that automated RPA responses
can significantly increase the accuracy of anomaly detection (by up to 96.7%), limit the number
of false positives, and increase responsiveness. It also changed employee trust and engagement
through mixed-methods research involving the Smart Grid Monitoring Dataset and a
hypothetical model of the workforce survey.

The offered Adaptive Change Management Framework incorporates three fundamental layers:
The RPA Core Engine is used to provide fault alerting in real time, the Change Management
Layer is used to create continuous training, communication, and feedback logic, and the
Governance and Safety Layer can maintain cyber-physical integrity as well as regulatory
compliance and trust. Essential facilitators like the availability of real-time dashboards,
modular microlearning, and integration of operator feedback were critical to the decrease in
resistance and increase in willingness of the workforce towards training and management, as

training completion was achieved in just four weeks, with a figure of 94%.
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These results correlate with and build upon previous work done regarding smart grid
automation, filling in the gap that often lacks attention between technology deployment and
human flexibility. The framework guarantees not only the technical feasibility of automation
but also its organizational sustainability, which is much needed in high-stakes and
organizationally critical systems such as power grids.

Future activities should be concerned with implementing this framework in working
substations to receive evidence of its scalability and resilience on the functioning grid. In
addition, integrating the RPA engine with Al-accentuated decision-making and predictive
analytics can present the prospects of new horizons of proactive grid management. The survey
organization could also cover beyond a home-set geographic and cultural scope, including
other countries and cultures. All in all, the research provides a sound and scalable framework
that utilities can implement to reach resilient, trusted, and human-centred automation within
their control processes.
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