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Abstract:-

The storage of the enormous volume of large data that is exchanged over the Internet from
cloud-hosted web apps to Internet of Things (IoT) smart devices depends heavily on the
back-end database. On weak web applications, the Structured Query Language (SQL)
Injection Attack (SQLIA) is still the go-to attack for hackers looking to steal private
information from databases with potentially harmful outcomes. The current solutions, which
mostly use signature techniques, were developed prior to the latest big data mining issues
and, as a result, lack the functionality and capacity to handle new signatures that are hidden in
web requests. Predictive analytics using alternative machine learning (ML) offers a scalable
and useful way to mine massive data for SQLIA detection and mitigation. Unfortunately, a
well-known problem in SQLIA research is the absence of readily available robust corpuses or
data sets having patterns and historical data items to train a classifier. In this project, we
investigate the creation of a data set that includes extraction from well-known attack patterns,
such as SQL tokens and injection point symbols. In order to demonstrate vast amounts of
learning data, we also construct a web application as a test case that anticipates dictionary
word lists as vector variables. For supervised learning, the data set has been pre-processed,
labeled, and feature hashed. In order to prevent malicious web requests from reaching the
protected back-end database, the trained classifier will be deployed as a web service that is
used in a custom dot NET application that implements a web proxy Application
Programming Interface (API). This will allow the classifier to intercept and accurately predict
SQLIA in web requests. With empirical assessments shown in the Confusion Matrix (CM)
and Receiver Operating Curve (ROC), this project shows a complete proof of concept
implementation of an ML predictive analytics and deployment of the resulting web service
that accurately predicts and prevents SQLIA
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1. Introduction

A computer programming language called a query language is used to access and modify data
stored in databases. In order to carry out tasks like adding, editing, removing, and retrieving
data, it enables users to interact with the database management system (DBMS).
Fundamentally, a query language lets you create statements that make it easier to query,
modify, and retrieve data from a database. It serves as a mediator, converting queries from
people into commands that databases can comprehend. Users may communicate and get the
information they require thanks to this translation, even if they lack in-depth technical
understanding of the database architecture or storage systems.

In reality, distinct query languages are designed for particular database types and uses. Each
has a specific use, ranging from the popular SQL for relational databases to SPARQL, which
is made for searching RDF data on the Semantic Web.These languages enable users to
quickly sort through vast amounts of data. This supports downstream data analytics
initiatives, such as identifying patterns and promoting well-informed choices.

A vulnerability in the database layer of an application is exploited using an attack technique
known as SQL injection. Hackers employ injections to get unauthorized access to the
structure, underlying data, and database management system. An attacker can use SQL
injection to deliver malicious code to the backend database after inserting it into a poorly
designed application. Following that, the malicious data produces inappropriate actions or
database query results. If the right circumstances are met, an attacker can use a SQL Injection
vulnerability to bypass authorization and authentication checks in a web application and get
access to an entire database's contents.

The insertion, editing, and deletion of records in a database by SQL Injection may have an
effect on data integrity. To this extent, SQL Injection can give an opponent unauthorized
access to confidential data. The SQL injection technique is used to attack data-driven systems
by inserting malicious SQL statements into an entry field for execution (e.g., to dump the
database contents to the attacker). An application's software weakness must be exploited by
SQL injection.

II. LITERATURE SURVEY

A. Enhancing SVM-Based SQLIA Prediction with Comprehensive Data Sets and
Pre-Processing Techniques

The effectiveness of text pre-processing techniques and the caliber of data sets are essential
for improving SVM-based SQLIA prediction. This section examines techniques for
producing trustworthy training data, incorporating a range of patterns, and improving text
pre-processing in order to enhance the performance of SVM classifiers in predicti
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SQLIA.Data augmentation techniques can be used to further improve the training data for
SVM-based SQLIA prediction. techniques such as oversampling minority classes and
generating synthetic data utilizing SMOTE (Synthetic Minority Over-sampling Technique).

B. Challenges in Data Engineering for SVM-Based SQLIA Mitigation

Data engineering is one of the main obstacles to using Support Vector Machine (SVM)
machine learning for SQL Injection Attack (SQLIA) mitigation.

Although SVM has the potential to strengthen security protocols, its efficacy is mostly
dependent on the caliber of feature extraction and data preparation. Current SVM-based
methods often struggle to interpret text data effectively, which is a crucial component of
SQLIA detection. The absence of thorough text preparation methods frequently results in an
inability to precisely identify the subtle patterns suggestive of SQL injection attempts.
Because of this, these flaws make online applications more vulnerable to SQLIA assaults by
reducing the efficiency of SVM classifiers in thwarting them. A focused effort must be made
to enhance data engineering practices in order to get past these challenges, with a focus on
trustworthy text preparation methods created expressly for the challenges of SQL injection
detection. By enhancing the quality of input data and optimizing text preparation methods,
SVM-based systems can be more suited to identify and mitigate SQLIA, strengthening the
security posture of web applications against malicious exploitation.

C. Gap in ML Application for Predicting SQLIA in Big Data Contexts

The use of machine learning (ML) in the big data area to predict SQLIA has not received
much attention up to this point. The focus on patterns and text pre-processing in the Multi-
Aspect Multi-Layer (MAML) architecture remains untapped, despite the potential for
significant improvements in prediction accuracy.

III. EXISTING SYSTEM

The SQLIA keywords are also in plain text, and the existing implementations for the
syntax of the SQL language closely resemble plain English. Consequently, a supervised
learning model trained using both known historical attack signatures and safe online request
patterns makes the SQLIA problem in a large data setting a credible choice for predictive
analytics. While legitimate web requests will take the shape of expected data from the
application, attack signatures at injection locations will contain patterns of SQL tokens and
symbols as SQLIA positive. In order to train a classifier, we construct a predictive analytics

web application using large amounts of learning data. The learning data are labeled vector
matrices, which are features of both SQL tokens (SQLIA positive) and dictionary word list
patterns (SQLIA negative).
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IV. PROPOSED SYSTEM

To train a classifier in the suggested method, we create a prophetic analytics web
operation using a large amount of learning data. The literacy data are labeled vector matrix,
or features of both SQL commemorative (SQLIA positive) and dictionary word list (SQLIA
negative) patterns. By using a realistic data set that experiences point mincing, this project's
benefits include training a supervised literacy model that uses the Support Vector Machine
(SVM) method to predict SQLIA directly, preventing malicious web requests from getting to
the target back-end database. Additionally, it provides a big data internet environment for
SQLIA discovery. Additionally, this project provides proof of concept for a functional
prototype that uses Microsoft Azure Machine Learning (MAML)-enforced Two-Class
Support Vector Machine (TCSVM) machine learning techniques to predict SQLIA. The
empirical evaluation of Receiver Operating Curve (ROC) also focuses on this methodology.

V. SYSTEM ARCHITECTURE

A web service containing the trained model is made available. For continuous SQLIA
detection and prevention, the web service is called in NETSQLIA, a specially designed dot
NET program for this study. Retraining the classifier to adapt to a new environment requires
the administrator or system expert to provide the data engineering or text pre-processing
module with a new rule that matches the patterns in the new data set. This is crucial for
deployment in every new domain.
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Figure 1:A custom application is consuming the trained SVM web service for ongoing SQLIA
detection and prevention
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Figure 2: System Architecture

VI. STEPS TO IMPLEMENT PROPOSED MODEL

1) Test Preprocessing: In this step, a model is trained for continuous detection and
prevention using R scripting and regular expression pattern matching. Patterns of both
legitimate and invalid requests are used to increase the data set items in a real-world
domain application. Following text pre-processing of the parsing data set for patterns,
duplication, normalization to lower cases, and the removal of missing words, there were
362,603-row items.To ensure an even distribution of row items (records), the data set is
sampled. The Synthetic Minority Over-Sampling Technique (SMOTE) was used to rectify
the unbalanced data set (most negatives over positives). This resulted in 725206 items,
divided equally between 362,603-row items of attack/respondent (positives) and 362,603-
row items of non-attack/non-respondent (negatives). These steps increase the precision and
recall of the trained model.

2) SQL Injection Point: The best way to intercept requests coming from any injection
technique is to use a web proxy API. Any Web page form, such as the login screen, can
serve as the source of an injection mechanism. Other methods include second-order
injection, which hides a Trojan horse for the attack at a later time, exploiting web-enabled
server variables to access the back-end database, and using cookies that store state
information to access the back-end database without authorization. The SQLIA types—
which include tautology, invalid/logical incorrect, union, piggybacking, store procedure,
time-based, and alternate encoding obfuscation—are methods an attacker might use at
injection locations in any combination to execute an attack. During labeling, SQLIA types
offer an extract for the SQLIA positive in data set items.
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3) Proxy Filters: The ability to decrypt obfuscated internet data for in-depth analysis is a
benefit of the third technique, proxy filters, which intercept web requests at a proxy for
SQLIA detection and prevention. For SQL syntax sequence alignment, we suggest a SQL
parsing tree that combines a proxy and a SQL parser tree. In order to backhaul web requests
for predictive analytics of incoming web requests for SQLIA negatives and positives, the
strategy suggested in this research makes use of proxy API.

4) Classifying Attacks: In this section, we evaluate SVM's classification capabilities against
those of other well-known machine learning algorithms. A number of well-known
classification algorithms have been chosen. We try to optimize the performance of each
method by utilizing multiple sets of parameters. SVM methods are used for malware bag-
of-words weighting classification.

Fig(d): Output Screen
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VIII. CONCLUSION

In

this project, we showed how to use predictive analytics for SQLIA detection and

prevention in a big data setting, with great results that are empirically assessed in the ROC
graph and confusion matrix. When comparing this study to previous research, the
methodology suggested here performs well in a massive data setting, which is uncommon in

previous SQLIA research to the best of our knowledge. In order to detect and classify the
various SQLIA kinds as predicted, future work will use multi-class classifiers.
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