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Abstract 

The U.S. financial sector’s rapid digital transformation has put cyber risk in the forefront as a 

separate and large scale issue for economic stability and public trust. In this study we look at 

the present state of cyber risk governance (CRG) in U.S. financial institutions which we do so 

by looking at which regulatory frameworks are in play, what the institutions’ governance 

structures are like, and which implementation gaps exist. We drew from academic research, 

industry reports and from established governance models which report that the sector is in the 

midst of a large scale change which is however not uniform. While we see institutions 

moving away from very technical and compliance based security measures towards more 

extensive strategic resilience models which in the long term will be better for the bottom line, 

this transition is not yet complete. We identify persistent issues which include low tech 

investment, a lack of cyber security experts at the board level, and the complications which 

come from a disjointed regulatory environment. The research ends with put forth the idea of a 

governance framework which was designed for artificial intelligence but which we think has 

application in the cyber security field to improve cross functional cooperation and to build 

more robust digital systems. 
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1. Introduction: Placing the Cyber Risk Governance Framework 

The financial sector's rapid digitization during the past decade has fundamentally transformed 

how U.S. financial institutions approach cyber risk regulation and management. While 

traditionally considered a subset of operational risk, cyber risk has emerged as a distinct 

category that substantially impacts systemic stability, investor confidence, and public trust. 

Given the financial industry's critical role as a cornerstone of economic stability, cyber risk 

governance (CRG) has transitioned from being merely optional to becoming an essential 

strategic component of institutional resilience [1]. 

The financial sector faces distinct cybersecurity challenges due to their management of 

sensitive data, reliance on instantaneous transactions, and the deeply interconnected nature of 

their operating systems. Media publicity-driven security intrusions, such as those involving 

Equifax in 2017 [2], Capital One in 2019 [3], and the recent attack on the MOVEit file 
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transfer system in 2023 [4], have shown that cyber attacks can quickly escalate into threats 

that include reputational, legal, and systemic aspects. Therefore, the regulatory framework for 

managing cyber risk in the financial sector has transformed from voluntary guidance to full-

fledged regulatory regimes with multiple oversight agencies, such as the Federal Reserve, the 

Office of the Comptroller of the Currency (OCC), the Securities and Exchange Commission 

(SEC), and the Cybersecurity and Infrastructure Security Agency (C ISA) [5][6]. 

Financial institutions in the United States are witnessing a fundamental shift in how they 

handle cyber risks, with accountability now extending across the entire enterprise. Chief 

Information Security Officers (CISOs) have transformed from behind-the-scenes technical 

managers into key executive leaders who regularly engage with board members. Their 

expanded responsibilities now encompass managing business continuity, measuring risk 

metrics, and ensuring regulatory compliance. The industry is moving away from rigid 

control-focused governance structures toward more flexible, principle-oriented frameworks 

that prioritize risk tolerance levels, appropriate scaling of security measures, and the 

cultivation of digital confidence. [7][8]. 

Our analysis delves into how the United States financial sector currently approaches cyber 

risk governance. Drawing from scholarly research, industry reports, and established 

governance models, we evaluate the sector's security protocols, regulatory requirements, and 

evolving standards. Our findings suggest that cyber risk governance in U.S. financial 

institutions is undergoing a significant transformation. While organizations are moving away 

from purely technical compliance approaches toward more comprehensive strategic resilience 

frameworks, this transition remains uneven and incomplete. The sector shows encouraging 

progress in some areas while facing ongoing implementation challenges in others. 

1.1. The Requirement for Rebalancing Cyber Risk Management in the Banking Sector 

The nature of cybersecurity threats has fundamentally shifted, creating an increasingly 

asymmetric battlefield. Cybercriminals now deploy tactics that span from straightforward 

malicious software to sophisticated attacks that exploit vendor networks and zero-day 

vulnerabilities, giving them a significant advantage over defensive measures. Financial 

institutions face a dual threat: beyond the traditional risk of monetary theft, they must now 

confront their potential role as entry points for broader attacks that could compromise 

national security infrastructure. This elevated status as critical infrastructure has transformed 

banks from mere commercial targets into strategic assets requiring unprecedented levels of 

protection [9].  

Recent cybersecurity incidents highlight the severe consequences facing financial institutions 

from digital threats. The 2020 SolarWinds breach exposed how vulnerable banks are to 

supply chain attacks through compromised software systems [10]. The financial impact of 
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such breaches continues to escalate, with the banking sector suffering average breach costs of 

$5.97 million in 2023—notably exceeding the cross-industry average of $4.45 million [11]. 

Regulatory authorities are also taking a harder stance on cybersecurity failures, as evidenced 

by the SEC's $35 million penalty imposed on Morgan Stanley in 2022 for inadequate data 

protection practices during technology decommissioning [12]. These developments 

underscore why financial institutions must establish robust, responsible, and clearly defined 

cyber governance structures. 

1.2. Risk Governance: Conceptual Framework and Theoretical Foundations 

Cyber risk governance encompasses the complete ecosystem of organizational structures, 

leadership roles, policies, and control mechanisms designed to ensure digital security 

accountability, operational transparency, and resilience against cyber threats [13]. This 

governance approach is deeply interconnected with traditional corporate governance 

principles and broader risk management strategies. Notable risk management theorist Power 

(2007) emphasizes that effective risk governance must transcend simple checklist 

approaches, instead adopting a comprehensive view that recognizes the interconnected nature 

of various risks [14]. This holistic approach requires organizations to integrate threat 

intelligence, forward-looking scenario analysis, and vendor risk management into their 

security framework. 

U.S. financial institutions primarily rely on three key regulatory frameworks: the NIST 

Cybersecurity Framework, the FFIEC's Cybersecurity Assessment Tool, and the Financial 

Stability Board's guidelines for cyber incident response and recovery [15][16][17]. However, 

the implementation of these frameworks varies significantly among institutions, with 

adoption patterns largely determined by organizational size, technological sophistication, and 

risk appetite levels. 

1.3. Objectives and Variables of the Study 

Our research investigates three critical dimensions of cyber risk management within U.S. 

financial institutions: 

Regulatory Framework: The key oversight bodies—the Securities and Exchange 

Commission, Office of the Comptroller of the Currency, and Federal Reserve—are actively 

refining their supervisory requirements for cyber resilience protocols and security incident 

disclosure.. 

Governance Frameworks: Review organizational governance structures, focusing on how 

boards oversee cybersecurity matters, the evolving role of Chief Information Security 

Officers, the establishment of cyber risk tolerance levels, and the integration of cybersecurity 

considerations into broader enterprise risk frameworks. 
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Implementation Gaps: Identify crucial operational shortfalls in current practices, specifically 

addressing insufficient technology investments, inadequate cybersecurity expertise at the 

board level, and challenges arising from increasingly complex and potentially overlapping 

regulatory requirements. 

Besides, this article recommends adapting the  governance framework—initially designed for 

artificial intelligence risk management—to address cybersecurity governance in financial 

institutions. By applying this model to the cybersecurity context, organizations can 

potentially achieve better cross-functional coordination, establish clearer lines of 

responsibility, and build more resilient digital systems capable of addressing both current and 

emerging threats.  

1.4. Methodological Framework and Data Sources  

Our research methodology employs a qualitative analysis of academic and industry literature 

spanning 2015-2025. The study draws from multiple authoritative sources: academic 

publications including the Journal of Financial Regulation, Harvard Business Review, and 

Journal of Cybersecurity; regulatory guidance from the Federal Reserve, SEC, and Basel 

Committee; and industry analyses from leading consultancies like Deloitte, PwC, and IBM 

Security. We develop a comprehensive governance taxonomy through comparative analysis 

of institutional practices and maturity models. Our investigation includes a detailed 

examination of 10 representative cases—both successes and failures—in cyber governance, 

analyzing the interplay of board oversight, regulatory enforcement, and market dynamics. 

The subsequent sections present a thorough literature synthesis to construct an integrated 

framework for cyber risk governance and propose a model for measuring governance 

effectiveness in financial institutions. We conclude by examining regulatory trends, 

identifying industry best practices, and offering concrete recommendations for strengthening 

cyber resilience across the financial sector. 

2. Literature Review: Theoretical and Empirical Foundations of Cyber Risk Management at 

Financial Institutions in the United States 

Over the past decade, there has been an impressive expansion of academic interest in 

financial sector regulation of cyber risk due to the sector's heightened vulnerability to cyber 

attacks as well as its unique systemic importance in the world's economy. While financial 

institutions became digitally reliant critical infrastructures, the research circle was dominated 

by two interwoven themes: (1) theoretical explication of cyber risk regulation (CRG), and (2) 

empirical research describing the actual context, issues, and levels of implementation. 

2.1 Cyber Risk Governance Concepts Development 

Early research related to cybersecurity in finance described cyber risk as a technical issue 

primarily, with emphasis on the containment of risk via controls, firewalls, and forward-
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looking incident response planning. Scholars like Power (2007) and Mikes (2011) argued for 

a risk governance model in broad terms extending beyond staccato technical fix, and called 

for cybersecurity to be integrated into an extended enterprise risk management solution. This 

theoretical school of thought builds on the observation that online threats are inexorably 

linked with reputational, regulatory, market, and even geopolitical risks. Empirical research 

has proven that compliance-based models, such as Sarbanes-Oxley, although necessary, are 

weak in keeping up with the fast-evolving threat landscape, and thus encourage a shift 

towards principle-based and adaptive models of governance. 

Industry experts have observed that effective Cyber Risk Governance (CRG) is a reflection of 

an organization's risk appetite, the level of board involvement, and the level of executive 

accountability for digital resilience. Interestingly, the changing role of the Chief Information 

Security Officer (CISO) as a mediator between technical staff and top management has 

become a key theme among governance matters, indicative of the need among departments to 

collaborate. 

2.2 Regulatory Framework and Governance Structures 

Several regulatory models now influence cyber risk management within the United States' 

financial sector. In research which reports on it, we see that there is a continuous issue 

between what we have in terms of regulatory models  for instance the NIST Cybersecurity 

Framework and the FFIEC Cybersecurity Assessment Tool  and what we as a field require in 

terms of innovation and adaptive agility. Also from Deloitte in 2022 and PwC in 2024 we see 

that although the industry does put in place the required frameworks for cyber hygiene we are 

seeing great variation in the quality of that implementation which depends on the size of the 

institution, their regulatory reporting status, and the resources they have. Also we note that 

boards of large financial institutions are putting in place risk tolerances for cyber risk, are 

developing a culture which is aware of cybersecurity issues, and are improving governance 

functions which in turn is to better our strategic resilience. 

Literature reports that which the Financial Stability Board’s incident response and in which it 

puts forth recovery guidelines. Also reported is that which professionals put forth that good 

cyber governance is a result of the coming together of threat intelligence, forward looking 

scenario planning and regular stress testing of controls  elements which at present are not 

well represented in the field.. The literature also identifies long-standing implementation 

weaknesses, most notably the matter of matching board-level experience with changing 

security technologies and regulatory requirements. 

2.3 Challenges of Implementation and Governance Loopholes 

Even with the regulatory progress and closer board monitoring, governance implementation 

gaps persist. Scholarship has chronicled the uneven take-up of frameworks, the absence of 
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harmonized metrics upon which to evaluate governance effectiveness, and the potential for 

duplicative or conflicting expectations from various regulatory agencies. Iconic cases, such as 

high-profile data breaches at Equifax and Capital One, illustrate the multifaceted 

consequences of governance failure—regulatory penalties through loss of public trust. 

Fresh evidence points to the impediments to building cyber resilience, such as insufficient 

investment in technology, a lack of qualified cybersecurity leaders at the board of directors 

level, and the complexity of vendor and third-party risk management. . 2.4 Cyber Risk 

Governance Models Advancements In response to the failures of legacy models, recent 

academic literature explores newer model such as the C.R.A.I.S.E.™ models. Such integrated 

governance models educate institutions on how to create inter-disciplinary collaboration, 

conduct systematic governance effectiveness evaluations, and create digital trust ecosystems. 

The literature explains that the process of adaptation and cross-sector learning—i.e., from 

domains such as artificial intelligence risk management—can increase the resilience of the 

financial sector against existing and emerging threats.Methodology, Application, and Case 

Analysis of the C.R.A.I.S.E. Framework 

3. Methodology 

Our evaluation of cyber risk governance effectiveness in U.S. financial institutions employs a 

structured qualitative methodology centered on the C.R.A.I.S.E. framework. This assessment 

model examines six critical dimensions: Compliance, Risk Intelligence, Architecture, 

Incident Preparedness, Stakeholder Engagement, and Ethics, providing a comprehensive lens 

to assess organizational maturity and identify key vulnerabilities. 

The study is structured around three methodological components: 

1. Document Review: We analyze official cybersecurity documentation, including 

public reports, regulatory submissions (such as FFIEC assessments and 10-K risk 

disclosures), and incident response protocols from various financial institutions 

covering the period 2019-2024. 

2. Multi-Sector Case Analysis: We conduct an in-depth examination of four distinct 

financial entities—a global banking corporation, a regional bank, a credit union, and a 

financial technology firm—to evaluate how the C.R.A.I.S.E. model manifests across 

different market segments. 

3. Literature Integration: We synthesize findings from academic research, industry 

reports, and policy analyses to validate our framework components and contextualize 

broader sector trends. [18]–[21]. 
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3.1 Sampling Criteria 

Our research sample was determined using four essential selection criteria: 

1. Availability of publicly accessible data on cybersecurity risk management practices 

2. Documented experience with either significant security incidents or notable resilience 

achievements 

3. Obligation to report under Federal Reserve or FFIEC regulatory requirements 

4. Representation of distinct financial service categories 

Our analysis focuses on four financial institutions that reflect diverse market segments: 

1. JPMorgan Chase: A global universal banking institution 

2. Huntington Bank: A mid-sized regional banking provider 

3. Navy Federal Credit Union: A major member-owned credit union 

4. Robinhood: A digital-first financial technology platform 

The deliberate selection of institutions with varying scales, business models, and operational 

sophistication allows for a comprehensive assessment of industry practices across multiple 

dimensions. 

4. Implementation of the C.R.A.I.S.E. Model 

4.1 Compliance Alignment 

Common regulatory adherence to frameworks like the Gramm-Leach-Bliley Act (GLBA), 

Sarbanes-Oxley Act (SOX), and New York Department of Financial Services (NYDFS) 

Cybersecurity Regulation represents only the starting point for effective cyber governance. 

JPMorgan exemplifies advanced compliance maturity through its comprehensive 

"Cybersecurity Controls Assessment" program and regular board reviews. In contrast, 

Robinhood's 2021 SEC penalty for misleading cybersecurity disclosures highlights the 

challenges some organizations face in meeting regulatory standards [22]. 

Our compliance assessment focused on three critical indicators: 

1. Establishment of a dedicated CISO position 

2. Regular cybersecurity reporting to the board of directors 

3. Frequency and scope of external audits and SOX compliance verification 
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Analysis reveals a clear disparity: while larger financial institutions have successfully 

embedded regulatory compliance into their operational framework, smaller organizations 

often struggle with consistent implementation due to resource constraints [23]. 

4.2 Risk Intelligence 

The sophistication of risk intelligence capabilities varies dramatically across institutions. 

JPMorgan demonstrates industry leadership by investing over $600 million annually in 

cybersecurity, implementing advanced AI-powered threat detection systems [24]. Adhering 

to MITRE ATT&CK frameworks for comprehensive security testing and simulation 

exercises. 

In contrast, smaller institutions show notable limitations in their threat detection capabilities. 

Robinhood and typical credit unions operate without formal participation in critical threat-

sharing networks like the Financial Services Information Sharing and Analysis Center (FS-

ISAC). According to GAO findings, community banks generally maintain a reactive security 

posture, relying primarily on third-party security alerts rather than developing robust internal 

threat detection capabilities. This creates a significant disparity in the financial sector's 

overall cyber threat awareness and response capabilities [25]. 

4.3 Architecture Resilience 

The assessment of architectural robustness and system resilience focuses on three key 

technical components: 

1. Implementation of network segmentation and zero-trust security models 

2. Security measures across multiple cloud environments 

3. Sophistication of identity and access management protocols 

The analysis reveals varying levels of architectural maturity across institutions. JPMorgan has 

modernized its security infrastructure by adopting zero-trust principles in the post-2020 

environment. While Navy Federal Credit Union maintains strong traditional security controls, 

it lags in advanced cloud security implementations. This disparity reflects a broader industry 

trend: according to FFIEC research, nearly two-thirds of regional banks have yet to transition 

from conventional perimeter-based security to more sophisticated layered defense strategies 

[26]. 

4.4 Incident Preparedness 

Our evaluation of incident preparedness examines organizations' readiness through their 

incident response protocols, recovery time targets, and engagement in crisis simulation 

exercises. 
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While the NIST Cybersecurity Framework serves as a common foundation, its 

implementation varies significantly across institutions. Huntington Bank demonstrates 

advanced preparedness through its participation in the U.S. Treasury's "Hamilton Series" 

emergency response drills. In contrast, Robinhood's delayed user notification during its 2020 

credential stuffing incident faced significant criticism, highlighting deficiencies in its incident 

communication protocols [27]. 

We assessed three critical preparedness indicators: 

1. Annual testing of formal incident response plans 

2. Participation in breach simulation exercises 

3. Development of specific ransomware response protocols 

The analysis reveals an industry-wide shift toward faster incident escalation procedures and 

the adoption of comprehensive response management platforms. This trend reflects growing 

recognition of the importance of rapid, coordinated responses to cyber threats. 

4.5 Stakeholder Engagement 

The effectiveness of stakeholder engagement is measured by an institution's ability to involve 

all relevant parties—customers, business partners, regulatory bodies, and service providers—

in its cybersecurity framework. 

Different institutions prioritize various aspects of stakeholder engagement based on their 

business model. Navy Federal Credit Union focuses on educating its members through 

practical security awareness programs, including phishing simulations. Larger banks, 

meanwhile, emphasize coordination with law enforcement and regulatory agencies. A 2022 

Deloitte survey highlighted the industry's growing focus on vendor security, with two-thirds 

of financial institutions identifying supplier cyber risk as their primary concern [28]. 

Key elements of stakeholder engagement include: 

1. Vendor security risk management protocols 

2. Transparency in security incident communications 

3. Active participation in the Financial Services Sector Coordinating Council 

Research indicates that organizations with well-developed stakeholder engagement programs 

demonstrate superior performance in containing security incidents and maintaining 

operational resilience. 
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4.6 Ethics and Accountability 

The ethical dimension of cybersecurity governance encompasses three critical areas: 

operational transparency, responsible data management, and the existence of robust internal 

accountability mechanisms. 

The contrast in ethical practices across institutions is notable. JPMorgan demonstrates 

leadership through biannual ESG risk reporting that includes detailed cyber ethics 

disclosures. Conversely, Robinhood's 2021 regulatory penalty for misrepresenting account 

security measures to customers exemplifies serious ethical governance failures [29]. 

Regulatory oversight of ethical practices continues to evolve, with both the OCC and CFPB 

expanding their supervisory scope to evaluate financial institutions' ethical handling of 

customer data and fairness in algorithmic decision-making [30]. This regulatory focus 

underscores the growing importance of ethical considerations in cybersecurity governance. 

5. Summary of Key Observations 

Framework Pillar JPMorgan 

Chase 

Huntington 

Bank 

Navy Federal 

Credit Union 

Robinhood 

Compliance High Moderate Moderate Low 

Risk Intelligence High Moderate Low Moderate 

Architecture High Moderate Moderate Low 

Incident 

Preparedness 

High High Moderate Low 

Stakeholder 

Engagement 

High Moderate High Low 

Ethics & 

Accountability 

High Moderate Moderate Low 

Our analysis reveals that while larger institutions with greater regulatory oversight typically 

demonstrate more sophisticated governance structures, the depth of cybersecurity culture and 

ethical compliance doesn't necessarily follow the same pattern. This finding suggests that 

effective implementation of frameworks like C.R.A.I.S.E. requires more than just procedural 

adherence—it demands a fundamental shift in organizational mindset and values. Success in 
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cyber risk governance appears to depend not only on an institution's resources and regulatory 

obligations but also on its commitment to embedding security principles into its core 

operational philosophy. 

6. Implications of Cyber Risk Governance for Financial Sector Stability 

The accelerating digital transformation of financial services has elevated cybersecurity threats 

beyond mere operational concerns to potential triggers of widespread economic instability. In 

this context, comprehensive governance frameworks such as C.R.A.I.S.E. serve a dual 

purpose: they transcend basic regulatory compliance to become essential strategic tools for 

protecting institutional stability, maintaining market confidence, and ensuring financial 

system resilience. Our subsequent analysis examines how the implementation of robust cyber 

risk governance frameworks impacts multiple facets of the U.S. financial sector's operations 

and stability. This discussion explores the cascading effects of these frameworks on 

institutional security, market trust, and broader economic stability. 

 6.1 Financial Systemic Risk Mitigation 

Robust cyber risk governance plays a crucial role in preventing system-wide failures within 

interconnected financial networks. The adoption of standardized risk frameworks—including 

NIST guidelines, FFIEC protocols, and the C.R.A.I.S.E. model—creates a unified defensive 

strategy capable of addressing both current and emerging cyber threats [31]. This 

standardization enables institutions to speak the same "risk language" and coordinate their 

security efforts more effectively. Furthermore, by minimizing vulnerable entry points and 

accelerating threat response capabilities, these governance frameworks help prevent cyber 

incidents from escalating into broader market crises that could trigger devastating runs on 

financial institutions or systemic panic. 

 6.2 Enhancing Investor and Stakeholder Confidence 

Cybersecurity has emerged as a critical component of ESG reporting, reflecting growing 

investor focus on digital risk management. Recent SEC regulations [32] now require 

companies to provide comprehensive disclosures about significant cybersecurity incidents, 

governance structures, and board-level oversight of digital security. Research indicates that 

financial institutions demonstrating mature cyber risk governance through comprehensive 

frameworks tend to command higher market valuations, as investors recognize their enhanced 

resilience to digital threats [33]. This correlation between robust cyber governance and 

market value highlights how effective security management has become a key differentiator 

in institutional valuation. 
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 6.3 Aligning Compliance with Strategic Innovation 

Progressive financial institutions recognize that while meeting regulatory requirements 

(GLBA, SOX, and DFS 500) is essential, effective cyber governance must go further to 

support secure technological innovation. As organizations embrace cloud computing, 

artificial intelligence, and blockchain technologies, they require governance frameworks that 

embed security considerations from the outset [34]. The C.R.A.I.S.E. model provides this 

flexibility, enabling institutions to satisfy regulatory requirements while maintaining the 

adaptability needed to counter evolving threats. 

Recommendations for Enhanced Cyber Risk Governance 

Drawing from our analysis of the C.R.A.I.S.E. framework implementation at major financial 

institutions including Citibank, Capital One, and JPMorgan Chase, we present a structured set 

of actionable recommendations. These guidelines are tailored for three key stakeholder 

groups: financial institutions, regulatory bodies, and public-private partnerships. 

7.1 For Financial Institutions 

Strategic Integration of Security Leadership: Elevate the CISO role to board level, following 

JPMorgan's post-SWIFT incident model, to ensure cybersecurity considerations directly 

influence strategic decision-making [35]. 

Evidence-Based Security Investment: Implement data-driven investment strategies by 

utilizing frameworks like MITRE ATT&CK and FAIR for precise financial quantification of 

cyber risks, enabling better-informed resource allocation decisions [36]. 

Real-Time Compliance Oversight: Transform traditional audit processes by deploying 

automated monitoring systems that provide continuous visibility into control effectiveness 

across cloud platforms and financial systems [37]. 

Integrated Crisis Response: Create multidisciplinary response teams combining expertise 

from legal, compliance, communications, and technical departments. These teams should 

regularly conduct crisis simulations and maintain updated response protocols for various 

cyber incidents. 

7.2 For U.S. Regulators and Supervisory Bodies 

Unified Risk Classification: Implement standardized cyber risk categorization systems across 

the financial sector by harmonizing FFIEC and NIST guidelines, ensuring consistent risk 

assessment and reporting practices industry-wide [38]. 

Performance-Based Regulatory Benefits: Create regulatory incentive programs that reward 

financial institutions for implementing advanced security measures, such as zero-trust 
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architecture and comprehensive security testing, through reduced oversight requirements or 

favorable capital treatment [39]. 

Enhanced Board Competency Requirements: Institute mandatory cybersecurity education 

requirements for board members, similar to existing requirements for financial and audit 

expertise, ensuring leadership can effectively oversee digital risk management [40]. 

Comprehensive Security Evaluation: Incorporate cybersecurity incident scenarios into 

mandatory Dodd-Frank stress testing, particularly for institutions designated as systemically 

important, to assess the financial system's resilience to major cyber events [41]. 

 7.3 For Public-Private Collaborations 

Inclusive Crisis Preparedness: Broaden participation in national cybersecurity exercises, such 

as FS-ISAC and Hamilton Series, to encompass smaller banks, payment service providers, 

and financial technology companies, ensuring system-wide preparedness [42]. 

Enhanced Threat Intelligence Sharing: Strengthen existing threat monitoring platforms, 

particularly the NCCIC, to deliver timely, industry-specific cyber threat alerts that enable 

immediate defensive actions across the financial sector [43]. 

Structured Public-Private Collaboration: Establish formal cybersecurity partnerships between 

government and private sector entities using the  framework, creating clear protocols for 

information sharing and joint responsibility in cyber defense [44]. 

 8. Future Pathways and Research Directions 

While the financial sector has made significant strides in cyber risk governance, substantial 

challenges persist in implementation, standardization, and evolutionary adaptation. Our 

analysis identifies four critical areas requiring further research: 

Artificial Intelligence Integration: Explore how AI technologies can enhance governance 

mechanisms through advanced capabilities such as automated anomaly detection in executive 

dashboards and streamlined regulatory compliance reporting [45]. 

Vendor Ecosystem Security: Address the growing complexity of managing cybersecurity 

risks across an expanding network of digital service providers, including cloud platforms, 

API services, and fintech partners, by developing comprehensive third-party risk governance 

frameworks [46]. 

International Regulatory Compliance: Develop flexible governance frameworks that enable 

U.S. financial institutions to efficiently navigate multiple international regulatory 

requirements, including GDPR, EU's DORA, and Australia's APRA CPS 234 [47]. 
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Risk Transfer Mechanisms: Establish stronger connections between cyber governance 

practices and insurance underwriting by creating sophisticated actuarial models that 

accurately reflect an organization's security maturity and incident response capabilities in 

premium calculations [48]. 

 9. Conclusion 

In today's digital economy, robust cyber risk governance has evolved from a competitive 

advantage to a fundamental requirement for organizational survival. This imperative is 

particularly critical for financial institutions, which must simultaneously navigate intense 

regulatory oversight, sophisticated cyber threats, and pressure to innovate. Our analysis, 

utilizing the C.R.A.I.S.E. framework within the U.S. financial sector, demonstrates that 

effective cyber governance requires a shift from defensive monitoring to strategic, forward-

looking security architecture. 

The research reveals that successful cyber risk management demands the seamless integration 

of four key elements: strategic planning, clear accountability structures, systems 

interoperability, and comprehensive stakeholder coordination. This holistic approach not only 

strengthens individual institutions but also enhances the overall stability of the financial 

system. As cyber threats become more sophisticated and regulatory requirements more 

stringent, the financial sector's resilience will increasingly depend on governance frameworks 

that emphasize transparency, foster trust, and enable digital transformation. These elements 

will be crucial in shaping secure, resilient financial institutions capable of thriving in an 

increasingly complex threat landscape. 

Reference 

[1] Basel Committee on Banking Supervision, "Principles for the Sound Management of 

Operational Risk," Bank for International Settlements, 2011. 

[2] NIST, "Framework for Improving Critical Infrastructure Cybersecurity," National 

Institute of Standards and Technology, Version 1.1, 2018. 

[3] FFIEC, "Cybersecurity Assessment Tool," Federal Financial Institutions Examination 

Council, 2015. 

[4] Deloitte, "Future of Cyber Risk in Financial Services," 2022. 

[5] World Economic Forum, "Global Cybersecurity Outlook 2023," 2023. 

[6] U.S. Department of Treasury, "Report on Cybersecurity Insurance and Financial 

Stability," 2022. 

[7] T. Böhme and T. Moore, "The Evolution of Cybersecurity Investment Models," IEEE 

Security & Privacy, vol. 15, no. 5, pp. 16–25, 2017. 



 
Received: 16-07-2025        Revised: 05-08-2025 Accepted: 02-09-2025 

 

 
2458 Volume 49 Issue 3 (September 2025) 

https://powertechjournal.com 

 

[8] McKinsey & Co., "The Resilience Imperative: Succeeding in Uncertain Times," 2021. 

[9] Accenture, "Cost of Cybercrime Study," 2021. 

[10] ISACA, "State of Cybersecurity 2023," 2023. 

[11] IBM, "Cost of a Data Breach Report," 2022. 

[12] SANS Institute, "Incident Response Survey: A Call to Action," 2021. 

[13] Center for Strategic and International Studies (CSIS), "Significant Cyber Incidents Since 

2006," 2023. 

[14] Verizon, "2023 Data Breach Investigations Report," 2023. 

[15] Office of the Comptroller of the Currency (OCC), "Third-Party Risk Management: 

Frequently Asked Questions," 2021. 

[16] Carnegie Endowment, "Cyber Risk and the U.S. Financial System: A Pre-Mortem 

Analysis," 2020. 

[17] U.S. Government Accountability Office (GAO), "Cybersecurity: Federal Agencies Need 

to Implement Key Workforce Planning Practices," 2022. 

[18] R. Anderson et al., "Measuring the Cost of Cybercrime," in The Economics of 

Information Security and Privacy, Springer, 2013. 

[19] A. Tisdale, "Cybersecurity and Board Oversight: Risks and Governance," Harvard Law 

School Forum on Corporate Governance, 2017. 

[20] DHS CISA, "Cyber Essentials for Small and Medium-Sized Businesses," 2021. 

[21] NYDFS, "23 NYCRR 500: Cybersecurity Requirements for Financial Services 

Companies," 2017. 

[22] SEC, “Robinhood Financial to Pay $70 Million for Systemic Supervisory Failures,” 

Release No. 34-92132, June 2021. 

[23] GAO, "Cybersecurity: Federal Agencies Need to Take Urgent Action to Manage Supply 

Chain Risks," 2021. 

[24] JPMorgan Chase, "Cybersecurity Annual Review," 2023. 

[25] FS-ISAC, "Intelligence Exchange Trends in the Financial Sector," 2022. 

[26] FFIEC, "Authentication and Access to Financial Institution Services and Systems," 

2022. 

[27] Robinhood, "SEC Form 10-K Filing, Cybersecurity Disclosure," 2021. 

[28] Deloitte, "Third-Party Risk in Financial Institutions," 2022. 



 
Received: 16-07-2025        Revised: 05-08-2025 Accepted: 02-09-2025 

 

 
2459 Volume 49 Issue 3 (September 2025) 

https://powertechjournal.com 

 

[29] CFPB, "Enforcement Action: Robinhood Data Practices," 2021. 

[30] OCC, "Annual Report: Operational Risk Focus," 2022. 

[31] Financial Stability Board, “Cyber Incident Reporting: Enhancing the Oversight 

Framework,” 2022. 

[32] U.S. Securities and Exchange Commission, “Cybersecurity Risk Management, Strategy, 

Governance, and Incident Disclosure,” Final Rule, 2023. 

[33] PwC, “Global Investor Survey 2023: Cybersecurity and ESG Disclosure,” 2023. 

[34] Deloitte, “Secure by Design: Cybersecurity in Cloud and Digital Transformation,” 2022. 

[35] JPMorgan Chase, “Annual Report on Risk Management,” 2023. 

[36] FAIR Institute, “Quantitative Cyber Risk Management Using FAIR,” 2021. 

[37] ISACA, “Continuous Controls Monitoring: Risk & Compliance in Real Time,” 2022. 

[38] FFIEC, “Cybersecurity Assessment Tool,” 2021. 

[39] Basel Committee on Banking Supervision, “Principles for Operational Resilience,” 

2021. 

[40] NACD, “Cyber-Risk Oversight: A Director’s Guide,” 2023. 

[41] Federal Reserve, “2023 Dodd-Frank Act Stress Test Scenarios,” 2023. 

[42] FS-ISAC, “Hamilton Series Cybersecurity Simulations,” 2022. 

[43] DHS NCCIC, “Sector-Specific Threat Reports,” 2023. 

[44] S. Kukreja et al., “Public-Private Partnerships in Cybersecurity: A Strategic Approach,” 

IEEE Access, 2025. 

[45] McKinsey & Co., “AI in Risk Management: Opportunities and Challenges,” 2022. 

[46] U.S. Department of Treasury, “Third-Party Service Provider Risks in Financial 

Services,” 2023. 

[47] European Commission, “Digital Operational Resilience Act (DORA),” 2022. 

[48] Swiss Re Institute, “The Cyber Insurance Market and the Role of Governance,” 2023. 


