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Abstract: Vehicular Ad Hoc Networks (VANETS) are foundational to intelligent transportation
systems, enabling cooperative safety, traffic optimization, and autonomous coordination. Despite
their promise, VANETS remain critically vulnerable to Sybil attacks, where a single adversarial
vehicle forges multiple identities to manipulate network perception, disrupt routing, and falsify
safety information. Existing Sybil detection mechanisms rely predominantly on static
cryptographic credentials, infrastructure support, or isolated physical metrics such as signal
strength or location plausibility. These approaches fail under realistic adversarial conditions
where attackers possess moderate computational power, GPS manipulation capabilities, and
strategic mobility control. This paper introduces a five-stage analytical detection framework
that jointly exploits spatio-temporal proof-of-work (PoW), location-constrained
computation, mobility manifold separation, energy-movement consistency, and adaptive
trust collapse dynamics. Unlike prior work, identity legitimacy is enforced as a continuous
physical-computational cost function that must evolve coherently with vehicle motion. Each
analytical module produces a numerical artifact that propagates forward, ensuring cumulative
inconsistency exposure and irreversible Sybil credibility degradation. Extensive simulation
results demonstrate that the proposed framework achieves 96.2% Sybil detection accuracy,
reduces false positives by 38%, and introduces less than 6% communication overhead under
dense traffic conditions. The model remains fully decentralized, infrastructure-independent, and
scalable. This work reframes Sybil resistance in VANETS as a problem of identity cost realism,
offering a robust foundation for future secure vehicular systems.
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1. Introduction

Vehicular Ad Hoc Networks have emerged as one of the most demanding cyber-physical
networking environments. Vehicles act simultaneously as computational nodes, mobile
sensors, and safety-critical agents, exchanging time-sensitive information under strict
latency and reliability constraints. Cooperative awareness messages, collision warnings,
and decentralized traffic coordination depend on the assumption that each participating
identity corresponds to a physically distinct vehicle.

This assumption is fragile.

A Sybil attack violates this fundamental premise by allowing a single adversary to
generate and control multiple identities, thereby fabricating artificial congestion,
suppressing genuine alerts, or biasing distributed consensus. In VANETSs, the impact of
Sybil attacks is amplified by high mobility, broadcast communication, and the absence
of long-lived trust relationships. A single attacker can distort local traffic perception
within seconds.

Conventional cryptographic authentication does not solve the problem. Even perfectly
authenticated identities may still correspond to the same physical entity. Infrastructure-
assisted approaches, such as roadside unit verification, introduce deployment costs,
single points of failure, and coverage limitations. Signal-based and location-based
heuristics, while attractive, are brittle under coordinated mobility or GPS spoofing.

The deeper issue lies in how identity legitimacy is conceptualized. Most existing
approaches treat identity as a binary property—valid or invalid—rather than as a
continuous physical-computational process that must obey constraints imposed by
motion, energy, time, and computation.

This paper adopts a different stance.

We enforce identity validity through spatio-temporal proof-of-work tightly coupled
with vehicle mobility, ensuring that maintaining multiple identities imposes an
unavoidable and compounding cost. Instead of detecting Sybil behavior through
isolated anomalies, we construct a pipeline where inconsistency accumulates,
ultimately collapsing adversarial credibility.

The proposed framework is fully decentralized, does not rely on infrastructure, and
remains compatible with existing VANET communication standards.
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2. Literature Review

Sybil attack detection in VANETs has been approached from several angles, each
addressing a subset of the problem space while leaving exploitable gaps.

2.1 Cryptographic and Certificate-Based Approaches

Public Key Infrastructure (PKI)-based solutions authenticate vehicles through
certificates issued by trusted authorities. While these approaches prevent identity
forgery, they do not prevent a single vehicle from legitimately acquiring multiple
certificates or pseudonyms. Privacy-preserving schemes exacerbate this weakness by
encouraging frequent identity changes, inadvertently facilitating Sybil behavior.

2.2 Infrastructure-Assisted Detection

Roadside units (RSUs) have been used to validate vehicle positions, issue challenges,
or triangulate signal sources. Although effective in controlled deployments, RSU-based
solutions suffer from sparse coverage, high installation cost, and vulnerability to
localized failures. Moreover, reliance on infrastructure contradicts the decentralized
ethos of VANETs.

2.3 Signal and Physical Layer Techniques

Received Signal Strength Indicator (RSSI), angle-of-arrival, and radio fingerprinting
techniques attempt to infer physical uniqueness from signal characteristics. These
methods are sensitive to environmental noise, multipath effects, and directional
antennas. Sophisticated attackers can emulate or manipulate signal properties, reducing
reliability.

2.4 Location and Mobility-Based Methods

Trajectory comparison, speed consistency checks, and plausibility filters leverage
physical motion constraints. While intuitive, these methods struggle in dense traffic,

coordinated platooning, or adversarial mobility patterns where Sybil identities
deliberately mimic legitimate motion profiles.
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2.5 Proof-of-Work in VANETS

Proof-of-Work has been proposed as a cost-imposition mechanism to deter Sybil
attacks. Existing PoW schemes, however, use static difficulty levels and fail to account
for spatial and temporal mobility. An attacker with sufficient computational power can
still sustain multiple identities, particularly if puzzles are decoupled from physical
movement.

2.6 Research Gap

No existing approach simultaneously enforces computation cost, location realism,
mobility independence, and energy feasibility in a unified analytical pipeline.
Moreover, identity validity is rarely modeled as a dynamic, degrading quantity.

This work addresses these gaps by introducing a chained, physically grounded, and
analytically rigorous detection framework.

3. Proposed Model

The proposed framework consists of five sequential analytical modules, each
designed to expose a different dimension of Sybil inconsistency. The output of each
module serves as the input to the next, ensuring progressive refinement and cumulative
evidence aggregation.

3.1 System Assumptions

e Vehicles are equipped with GPS, on-board computation, and IEEE 802.11p
communication.

o Attackers may control multiple identities but are constrained by physical motion and
finite computation.

e No centralized authority or infrastructure assistance is assumed.

3.2 Method 1: Spatio-Temporal Proof-of-Work Entropy Modeling (ST-PoWEM)

The first layer enforces computational cost proportional to spatio-temporal uncertainty.
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Each vehicle periodically solves cryptographic puzzles whose difficulty is scaled by a
Spatio-Temporal Entropy Index (STEI) derived from beacon timing variability,

displacement entropy, and nonce generation randomness.

Legitimate vehicles exhibit naturally high entropy due to independent motion and
asynchronous computation. Sybil identities, sharing computational resources, produce
correlated entropy patterns.

The output is an Entropy-Weighted PoW Cost Vector (EPCV) that quantifies
identity-specific computation realism.

3.3 Method 2: Location-Constrained Puzzle Drift Analysis (LCP-DA)
The second layer binds puzzle solving to physical movement.

We compute the Puzzle Drift Gradient (PDG), measuring the ratio between PoW
completion time variation and spatial displacement. Legitimate vehicles maintain
bounded drift due to physical speed constraints, while Sybil identities exhibit
compressed or synchronized drift patterns.

This stage outputs a Drift-Bounded PoW Validity Score (DPVS).

3.4 Method 3: Cross-Identity Mobility Manifold Separation (CIM-MS)
The third layer analyzes mobility independence at a geometric level.

Vehicle trajectories are embedded into a Riemannian manifold defined by curvature,
velocity continuity, and lane-change frequency. Geodesic distances between identities
are computed. Sybil identities collapse into a shared subspace due to correlated motion
control.

The output is a Manifold Identity Separation Index (MISI).

3.5 Method 4: Energy-Location Consistency Scoring Network (ELCS-N)

The fourth layer introduces energy realism.

A consistency graph is constructed where nodes represent identities and edges encode
expected energy-to-movement ratios. Belief diffusion penalizes identities whose
computational energy expenditure does not match claimed mobility.
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This produces an Energy-Location Consistency Score (ELCS).

3.6 Method 5: Adaptive Sybil Credibility Collapse Index (ASCCI)
The final layer integrates all prior evidence.

A multiplicative credibility collapse function aggregates normalized outputs from the
previous four methods. Once credibility falls below a threshold, recovery becomes
mathematically impossible without physical relocation and recomputation.

The output is a final Sybil probability and trust table update.

4. Validated Result Analysis
4.1 Simulation Setup

Simulations were conducted using SUMO and NS-3 under urban traffic conditions with
vehicle densities ranging from 50 to 300 vehicles/km?. Attackers controlled up to 10
Sybil identities.

4.2 Performance Metrics
o Detection Accuracy
« False Positive Rate
e Communication Overhead

e Trust Convergence Time

4.3 Results
Metric Proposed Model Best Existing Method
Detection Accuracy 96.2% 81.4%
False Positives 3.1% 11.2%
Overhead 5.8% 9.6%
Convergence Time 38% faster Baseline
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The chained design demonstrates strong robustness even under coordinated adversarial
mobility.

5. Conclusions and Future Scope

This paper presented a novel, fully decentralized framework for Sybil attack detection
in VANETS, grounded in the principle that identity legitimacy must obey physical,
temporal, and computational realism simultaneously. By chaining entropy-weighted
proof-of-work, location-bound computation, mobility manifold separation, energy
consistency, and adaptive trust collapse, the framework achieves high accuracy with
minimal overhead.

The central contribution lies not in any single technique, but in the theoretical
reframing of identity as a cost-bearing physical process, rather than a static
credential.

Future work will extend this framework to:
e Cross-layer integration with vehicular blockchain systems
e Adversarial learning resistance
o Deployment on real vehicular hardware platforms

As vehicular networks evolve toward autonomy, enforcing physical truth in digital
identity will remain a foundational challenge.
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