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Abstract 

Digital transformation is rapidly reshaping healthcare through electronic health records, 

telehealth, artificial intelligence, clinical analytics, and interoperable information systems. 

While these tools promise better access, safety, and efficiency, they also change how 

clinicians work, how decisions are made, and how organizations manage risk. Traditional 

competency models in healthcare have emphasized clinical knowledge, technical procedures, 

communication, and professionalism. In technology-enabled care, these remain necessary but 

insufficient. Healthcare professionals must also demonstrate digital literacy, data fluency, 

cyber hygiene, workflow redesign capability, and ethical judgment when technology 

mediates care. This paper redefines healthcare workforce competency for the digital era by 

synthesizing contemporary frameworks and evidence. It proposes a multidimensional 

competency model spanning foundational digital literacy, informatics-enabled clinical 

practice, data-driven decision-making, socio-technical collaboration, and governance/ethics. 

It also examines the impact of digital transformation on clinical roles, the barriers to 

competency development (including workload, digital fatigue, and inequities in access to 

training), and practical strategies for education, organizational leadership, and policy. The 

paper concludes that competency development should be continuous, role-specific, 
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measurable, and aligned with patient safety and quality objectives so that health systems can 

realize digital health benefits without compromising equity, trust, or clinician well-being. 

Keywords: healthcare workforce; digital transformation; competency; digital health; 

informatics; telehealth; artificial intelligence 

1. Introduction 

Health systems are experiencing an accelerated shift toward digitally enabled care. Electronic 

health records (EHRs) and health information exchanges have become central to 

documentation and continuity. Telehealth platforms now extend clinical services beyond 

hospital walls. Decision support and artificial intelligence (AI) increasingly influence 

diagnosis, triage, imaging interpretation, and administrative optimization. Alongside these 

developments, healthcare organizations face persistent workforce pressures, including 

staffing shortages, time constraints, and rising complexity of care. In this environment, 

workforce competency can no longer be defined only by clinical knowledge and manual 

skills. Competency must reflect how clinicians interact with digital tools, interpret and govern 

data, collaborate in socio-technical teams, and maintain safe, ethical, patient-centered care. 

 

Digital transformation should be distinguished from simple digitization. Digitization converts 

paper to digital form; digital transformation redesigns processes, decisions, and service 

models around digital capabilities. This distinction matters because it changes competency 

requirements: staff must learn not only ‘how to click’ but also how to adapt workflows, detect 

technology-induced errors, and use data to improve outcomes. During the COVID-19 

pandemic, telehealth adoption surged and highlighted both the potential of digital care and 

gaps in training and readiness. These gaps are not merely technical; they include clinical 

communication across screens, equity considerations for patients with limited digital access, 

and privacy and security practices under fast-changing conditions. 

 

The aim of this paper is to redefine healthcare workforce competency in the era of digital 

transformation. Specifically, it addresses four objectives: (1) clarify how competency 

concepts must evolve for digital healthcare; (2) identify emerging competency domains 

relevant to technology-enabled care; (3) describe how digital transformation affects 

professional roles, workflow, and well-being; and (4) propose strategies for education, 

organizational leadership, and policy to build and sustain digitally competent workforces. 

2. Healthcare Workforce Competency: From Traditional to Digital-Era Models 

Competency in healthcare is commonly defined as the integrated set of knowledge, skills, 

attitudes, and behaviors that enable effective performance within a professional role. 

Traditional frameworks prioritize clinical reasoning, procedural skills, communication, 
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professionalism, and ethical practice. These domains remain foundational because technology 

does not replace clinical judgment or human-centered communication. However, the digital 

era introduces new competency expectations and modifies how traditional competencies are 

expressed. 

 

First, clinical competence now routinely depends on digital information quality. EHR 

documentation, medication reconciliation, and order entry require competence in navigating 

interfaces and understanding how system design affects errors and safety. Second, 

communication increasingly occurs through patient portals, secure messaging, and 

teleconsultations, requiring adaptations to maintain rapport and shared decision-making. 

Third, professionalism extends to digital identity, responsible information sharing, and 

adherence to organizational data governance. 

 

A key principle in redefining competency is recognizing healthcare as a socio-technical 

system. Clinical outcomes are influenced by interactions between people, processes, 

technology, and context. Competency therefore includes the ability to recognize and manage 

technology-related risks, participate in system improvement, and collaborate with informatics 

and IT teams to optimize workflows. 

3. Digital Transformation in Healthcare: Scope and Drivers 

Digital transformation encompasses multiple technologies and organizational changes. Core 

elements include EHRs, interoperability standards, telehealth and remote monitoring, AI and 

machine learning, and clinical and operational analytics. Common drivers are patient 

expectations for convenient access, policy incentives for digitization, rising costs and 

efficiency pressures, and the need for resilient systems capable of supporting continuity of 

care during disruptions. 

 

EHRs provide longitudinal patient records and facilitate information sharing, but they also 

introduce documentation burden and usability issues. Telehealth expands access, especially 

for rural and mobility-limited patients, yet it changes clinical assessment and requires 

attention to privacy and digital equity. AI can augment diagnostic accuracy and efficiency, 

but it introduces risks such as bias, explainability limitations, and overreliance. Analytics 

enables quality improvement and population health management, but only if staff can 

interpret metrics and act on insights. 

 

Given this scope, workforce competency must align with both clinical objectives and system 

goals such as patient safety, quality, equity, and cybersecurity. 
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4. Core Competency Domains for a Digitally Enabled Healthcare Workforce 

4.1 Foundational Digital Literacy and EHR Proficiency 

Foundational digital literacy includes the ability to use computers and mobile devices, 

manage digital communication, and navigate core clinical systems. In healthcare, this 

translates to proficiency with EHR workflows such as documentation, order entry, results 

review, medication reconciliation, and clinical handover. Competence also includes 

understanding clinical decision support alerts, recognizing alert fatigue, and applying 

judgment to avoid inappropriate automation bias. 

 

Practical indicators include accurate documentation, efficient information retrieval, 

appropriate use of templates, and the ability to troubleshoot common system issues without 

compromising care. Importantly, digital literacy must be taught as a patient safety skill, not 

merely an administrative requirement. 

4.2 Data Fluency and Clinical Analytics 

Healthcare increasingly depends on data-driven decision-making. Data fluency is the ability 

to understand data provenance, interpret dashboards and quality metrics, and apply evidence 

from analytics to clinical and operational decisions. Clinicians should be able to distinguish 

correlation from causation, recognize missing or biased data, and interpret risk predictions as 

probabilistic rather than deterministic. 

 

At the bedside, this may include interpreting trend data from remote monitoring, 

understanding laboratory and imaging results displayed in digital formats, and using 

population health registries for proactive management of high-risk patients. At the unit and 

organizational level, data fluency supports quality improvement, resource planning, and 

performance management. 

4.3 Telehealth and Virtual Care Competence 

Telehealth competence includes clinical assessment skills adapted to video or phone 

encounters, clear communication, and appropriate triage for in-person escalation. Clinicians 

must manage privacy, informed consent, identity verification, and documentation for virtual 

encounters. They should also understand the limits of remote assessment and mitigate risk 

through structured protocols and safety-netting. 

 

Virtual care requires additional skills in patient coaching, especially when patients use remote 

devices or mobile apps. Competence also includes awareness of digital equity issues, such as 

patients lacking connectivity, devices, language support, or digital literacy, and adapting care 

pathways to avoid widening disparities. 



 
Received: 26-10-2025         Revised: 15-11-2025 Accepted: 25-12-2025 

 

 
 
 2837 

Volume 49 Issue 4 (December 2025) 

https://powertechjournal.com 

 

4.4 AI-Augmented Clinical Practice and Critical Appraisal 

AI systems are increasingly used for imaging interpretation, risk prediction, triage 

prioritization, and administrative optimization. Workforce competency should include the 

ability to understand what an AI tool is designed to do, its training context, performance 

limitations, and potential sources of bias. Clinicians must avoid overreliance and maintain 

accountability for decisions. 

 

AI competence also involves critical appraisal: evaluating whether an AI recommendation 

makes clinical sense, recognizing outliers, and escalating concerns when system outputs 

conflict with clinical findings. Organizations should support this by providing transparency, 

monitoring, and feedback mechanisms so that staff can learn from errors and near misses. 

4.5 Cyber Hygiene, Privacy, and Information Governance 

Cybersecurity and privacy are integral to patient safety and trust. Competence includes safe 

password practices, phishing awareness, secure device use, and appropriate handling of 

sensitive information. Healthcare workers should understand organizational policies for 

access control, data sharing, and incident reporting. They should also recognize that 

cybersecurity is not solely an IT responsibility; human behavior is a major risk factor. 

 

Governance competence includes awareness of legal and ethical obligations, such as 

confidentiality, informed consent for data use, and appropriate secondary use of health data 

for research or quality improvement. As systems become more interconnected, consistent 

governance behaviors reduce the risk of breaches and maintain public confidence. 

4.6 Socio-Technical Collaboration and Change Leadership 

Digital transformation requires collaboration among clinicians, informaticians, engineers, 

data scientists, and administrators. Socio-technical collaboration competency includes the 

ability to translate clinical needs into system requirements, participate in design and testing, 

and provide constructive feedback. Change leadership includes openness to innovation, skills 

in workflow redesign, and the ability to support peers during transitions. 

 

Healthcare workers do not need to become software engineers, but they do need a shared 

language with technical colleagues. Participatory design and co-production approaches are 

more likely to succeed when clinical staff can articulate safety risks, usability concerns, and 

practical workflow realities. 

5. How Digital Transformation Reshapes Roles, Workflows, and Professional Identity 

Digital tools alter clinical work in multiple ways. EHRs standardize documentation and 

support information sharing, but they also shift time toward screen-based tasks. Decision 



 
Received: 26-10-2025         Revised: 15-11-2025 Accepted: 25-12-2025 

 

 
 
 2838 

Volume 49 Issue 4 (December 2025) 

https://powertechjournal.com 

 

support and AI tools can improve consistency and speed, but they may reduce experiential 

learning if staff become overly dependent on automated suggestions. Telehealth changes 

patient interaction and expands the reach of services, yet it can blur boundaries between work 

and home. 

 

Role changes are especially visible in nursing, pharmacy, laboratory medicine, and radiology. 

Nurses increasingly interact with smart infusion pumps, electronic medication administration 

records, and remote monitoring. Pharmacists use informatics tools for medication safety 

surveillance and stewardship. Laboratory and imaging professionals work in highly digitized 

environments with automation and AI-assisted analysis. These changes can elevate practice 

by freeing time from repetitive tasks, but they can also introduce new cognitive burdens. 

 

Professional identity may also shift. When patients access results through portals before 

clinician review, clinicians may transition from information gatekeepers to interpreters and 

counselors. Competency frameworks should therefore include skills for guiding patients 

through digital information, responding to portal messages safely, and maintaining empathy 

in digitally mediated encounters. 

6. Barriers to Digital Competency Development 

Despite widespread technology adoption, many organizations struggle to build consistent 

digital competency. Barriers include variability in baseline skills, limited protected time for 

training, and uneven access to high-quality learning resources. Workload pressures can make 

training feel optional or burdensome, particularly when implementation timelines are 

aggressive. 

 

Another barrier is technology design. Poor usability, frequent system changes, and 

fragmented interfaces can create frustration and reduce confidence. Training that focuses only 

on system clicks without linking to clinical reasoning and safety may fail to create 

meaningful competence. Additionally, digital transformation can contribute to stress and 

burnout when documentation requirements expand and workflow inefficiencies persist. 

 

Equity considerations also apply to the workforce. Contract staff, trainees, and professionals 

in resource-limited settings may have fewer learning opportunities, which can widen 

performance gaps and create safety risks. Effective strategies must address these structural 

barriers rather than attributing deficits to individual motivation. 
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7. Strategies to Redefine and Strengthen Competency 

7.1 Education and Curriculum Integration 

Competency development should begin early. Undergraduate and postgraduate programs 

should integrate informatics, data literacy, telehealth communication, and ethics into clinical 

training. Interprofessional education can prepare students for collaboration in digitally 

enabled teams. Training should emphasize real clinical scenarios, including technology-

related safety events and documentation dilemmas. 

 

Continuing professional development (CPD) is equally important because technology evolves 

rapidly. Modular e-learning, simulation, and supervised practice can support skill acquisition 

without excessive disruption. Role-based pathways—such as clinician informatics champions 

or super-users—can create local expertise and peer support. 

7.2 Organizational Leadership, Culture, and Support 

Organizations must treat digital competency as a strategic safety and quality priority. 

Leadership should allocate protected time for training, provide accessible help resources, and 

recognize staff effort during transitions. Implementation should include user-centered design, 

adequate staffing during go-live periods, and iterative improvement based on frontline 

feedback. 

 

Psychological safety is crucial: staff should feel able to report technology-related errors, near 

misses, and usability concerns without blame. Learning systems that analyze incidents and 

adjust workflows strengthen competence at the system level. Organizations should also 

monitor well-being indicators and address digital burden through documentation optimization 

and automation that genuinely reduces workload. 

7.3 Competency Measurement and Quality Improvement 

A redefined competency framework should include measurable indicators. Examples include 

accuracy and timeliness of documentation, safe use of clinical decision support, adherence to 

cybersecurity practices, and performance in telehealth communication. Assessments can 

combine self-evaluation, observed structured assessments, audit data (e.g., documentation 

quality), and simulation of technology-related safety events. 

 

Importantly, measurement should be used for improvement rather than punishment. Data 

from competency assessments can guide targeted training, redesign workflows, and identify 

system issues such as confusing interfaces or excessive alert burden. 
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7.4 Policy Alignment and Professional Standards 

National and organizational policies should align with the competency needs of digital health. 

Standards can define minimum digital skills and support consistent training across 

organizations. Policy should also ensure that governance, privacy, and security requirements 

are practical and clearly communicated. 

 

Professional bodies can contribute by embedding digital competencies into accreditation and 

continuing certification. Such alignment helps ensure that competency development is 

sustained beyond individual projects and remains responsive to evolving technology. 

8. Future Directions: Building a Future-Ready Workforce 

Looking ahead, several trends will shape competency needs. First, increased use of AI and 

automation will require stronger skills in critical appraisal, bias awareness, and 

accountability. Second, interoperability and data sharing across settings will require 

consistent governance behaviors and communication across organizational boundaries. Third, 

remote monitoring and hospital-at-home models will shift more care into community settings, 

expanding the need for virtual care competence. 

 

To remain future-ready, healthcare organizations should invest in workforce development as 

an ongoing capability rather than a one-time training event. This includes creating career 

pathways in clinical informatics, supporting interdisciplinary teams, and ensuring that digital 

transformation improves, rather than harms, clinician experience and patient equity. 

Ultimately, the goal is a workforce that can leverage digital tools to deliver safer, more 

effective, and more human-centered care. 

9. Conclusion 

Digital transformation is not a purely technical change; it is a redesign of healthcare work. 

Redefining healthcare workforce competency for this era requires expanding beyond 

traditional clinical skills to include digital literacy, data fluency, virtual care competence, AI-

critical appraisal, cybersecurity and privacy practices, and socio-technical collaboration. 

Barriers such as workload, uneven access to training, and technology usability must be 

addressed through organizational support and policy alignment. 

 

Health systems that treat competency development as continuous, role-specific, and 

measurable will be better positioned to realize the benefits of digital health while protecting 

patient safety, equity, and workforce well-being. 
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